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INTRODUCTION

The use of intermodality operating with intelligent links in the interfaces between the modes enable the rationalization of transport and improve the logistical level, reducing the total cost and adding greater value to the chain. Technically, the integration between two or more transport modes occurs at the intermodal terminals, which play a fundamental role in the economic viability of the chosen distribution alternative.

Regarding passenger transport logistic, airport terminals are facilities that have fundamental role and functions, as change in the type of movement, through connection with urban mobility, in lots suitable for aircraft that generally have pre-programmed schedules; facilitate modal change, providing a physical connection between the air vehicle and the surface vehicle; and, for the case of this study project, the important function of passenger and baggage processing, providing the necessary facilities to issue tickets, documentation and control, includes ticketing, check-in and baggage dispatch and collection, Government inspections, security controls and boarding procedures.

In this context emerges the concept of facilitation, that is focused on to enable a faster, seamless flow of passengers, baggage, and cargo, while enhancing safety and security through the airport facilities, and improving airlines' customer experience and satisfaction.

The application of biometrics to increase the Level of Service, efficiency, health safety and security of airport processes has been discussed internationally by industry bodies and entities for a long time.

There is a consensus around the world that the most effective way to face the growing number of passengers is to improve and expand the use of technology, combined with the more efficient use of airport infrastructure.

These initiatives are building towards the industry's future vision for air travel, which includes passenger data better protected, friction-free, fast and convenient experience for passengers, deliver stronger security and border control without impacting on passenger convenience, build common standards and a multi-lateral international approach and increase capacity within the system through greater efficiency.

Fully aligned with the main international initiatives and projects in this regard, the Secure Boarding Project is being implemented in Brazil, realizing the great benefits that the adoption of the use of biometrics could bring, not only for the increase of the efficiency and speed of the airport processes but also for the security of air transport. An initiative of the Brazilian Ministry of Infrastructure, aiming at biometric verification of the passengers' identity and the use of facial recognition to allow access to the airport departure halls and boarding the aircraft without the need to present any documents.

BACKGROUND

The growth in passengers and cargo demand in Brazil brings many challenges for the sector that go beyond the investment in airport infrastructure. According to the National Aviation Plan (2018), over the past ten years the demand of passengers grown by an average of 6% per annum 1 , an increase that pressured the system to reach, in a short time, necessary levels of efficiency and infrastructure investments. Due to fast growth, several Brazilian airports came to an operating level above its capacity 2 in 2009, demanding investments.

For this reason, since 2011, Brazil has been implementing a federal airport concession program, aligned with global sector trends. Since the beginning of the program, 22 airports were granted for the private sector (82% of RPK 2019). Concessions made possible to accelerate investments, in 3 years (2013 to 2015) Brazil invested 50% more than in the previous 10 years. Investments in concessions have improved airport infrastructure, doubling the capacity of the 12 largest airports in Brazil, and therefore reducing occupancy (from 113% to 78%) even with significant passenger growth. Besides increased capacity, passenger satisfaction has also presented an overall increase in recent years.

After all, factors such as safety and the quality of services are relevant for air transport. The outcomes of IATA Global Passenger Survey (2019) reinforce a trend of a transition from a process centric to a passenger centric business model, added with emerging technologies leverage will provide innovation, facilitation of frictionless travel experience, improvement of disruption management, streamline baggage handling process, and address the needs of passengers with disabilities, that are among the 1 Horus System. Available at: https://horus.labtrans.ufsc.br/gerencial/?auth=s#Movimentacao/Evolucao. 2 Airport capacity considers aircraft runway and parking bays, passenger, and cargo terminals.

passenger demands that have emerged from the survey. Additionally, more self-service options, proactive communications from airlines and less time spent queuing at the airport are expected.

Particularly regarding the boarding process, object of this study project, the survey revealed that 60%

of the passengers expect more efficient queuing process at the boarding gate in addition to comfort at boarding terminal areas. The overall satisfaction of this airport procedure reached 72% for all passengers. Furthermore, 68% also said they would like their travel documents to be validated pretravel.

Moreover, the impact of the sanitary measures required with the advent of the COVID-19 pandemic tends to make the use contactless processes and technology, including contactless biometrics such as facial or iris recognition even more necessary. Comparing 2020 with 2019, there was a 66% reduction in the number of seats offered by international air traffic airlines and 38% in domestic air traffic, also 74% reduction in passenger traffic from the international and 50% from the domestic (ICAO, 2021).

The implementation of Biometric Boarding using Identity as a Service (IDaaS), allows airports to gain capacity enhancing operational efficiency and productivity in airport processes, without necessarily invest large resources in infrastructure works. Besides that, these new technologies and processes lead to a transformation in airports' value proposition. For airlines/airports could reduce time spent on manual ID tests, increasing staff efficiency, and also providing knowledge of where passengers are in the airport process in real-time, facilitating intelligent queuing and maximize space usage at airports.

Thus, for governments, has the potential to enhance security and brings procedures upgrades. Lastly, for the airport users, IDaaS intents at the seamless experience with one single identification and enhance the overall experience of passengers.

SCOPE

The internship scope comprises a monitor and analysis the development of Secure Boarding Project pilots and assist the Ministry of Infrastructure team to put in place the planning and management papers for the project. The project proposes to carry out the validation of the travellers' identity through the biometric capture of the passenger at the time of check-in, comparing it with the biometric record contained in the Government databases.

OBJECTIVE

This study project aims to develop the planning and management papers for the Secure Boarding Project, propose indicators and evaluate the development of pilot projects deployed at the International Airport of Florianopolis (FLN) and Salvador International Airport (SSA).

Hence, this study uses part of the "Brazilian Passenger Perception Survey about the Covid-19 Pandemic" questionnaire, conducted by the Secretariat of Civil Aviation of the Ministry of Infrastructure during the second semester of 2020, in order to extrapolate the results to ascertain the willingness of the Brazilian passengers to share personal data before travel and pass through a touchless process at airport, and also the propensity of users to migrate to a process that involves biometrics.

Since the main goals of Biometric Boarding using Identity as a Service (IDaaS) are: (i) increase the speed of identity authentication, and achieve automated biometric matching, ensuring a faster, more convenient boarding for passengers; (ii) limit the disclosure of personal information, guaranteeing that passengers' identities are better protected when boarding the aircraft; (iii) make available accurate biometric exit or entry records for Government purposes; enable airline staff to focus their time on higher-need passengers and airlines; and (iv) increase the accuracy of the automated process, reducing the risk of misidentifications; there is an importance in defining indicators that will allow the pilots` result assessment, confirming the gains from the implementation of the new technology, comparing with benchmarks obtained in a vast bibliographic search and also from a range of innovative identity projects that are being developed all around the world.

Lastly, considering limitations in conducting the two pilots that came with the coronavirus pandemic, this end-of-study project will make recommendations for improvements for the continuity of tests and proposals for future studies on the topic. The Ministry of Infrastructure is also responsible for the representation of the country in international organizations and in conventions, agreements and relations related to its competences.

CHAPTER 2. PRESENTATION OF THE WORK ENVIRONMENT

Regarding civil aviation, airport and civil aeronautics infrastructures, the Ministry has the assignment to define policies, planning, studies and projections in order to address the issues of the sector and ensure the integration on the logistics of air transport, intermodal and multimodal transportation, along axes and production flows, in conjunction with the competent bodies, especially with the Ministry of Defense, with attention to the demands of urban mobility and accessibility. Considering the object of the study project, the internship work was developed with the support of the Executive Secretariat (SE/Minfra), especially the Strategic Management and Information Technology Subsecretariat (SGETI/Minfra), and the National Civil Aviation Secretariat (SAC/Minfra). Besides that, the internship counted on the support of public enterprise responsible for the development and implementation of IT national projects, the Federal Data Processing Service (Serpro), that conducted the pilot projects at Brazilian airports.

Executive Secretariat

The Executive Secretariat of the Ministry of Infrastructure is primarily responsible for the supervision and coordination of the activities developed by the four finalistic Secretariats and their related entities, maintaining continuous liaison with the departments.

SE maintains four subordinates Undersecretariats, to fulfill its institutional mission: Among other competencies, the SE, through the SGETI is responsible to: (i) coordinate and encourage, within the Ministry, actions aimed at strategy, organization and management systems and information technology; (ii) define and monitor strategic programs and initiatives to guarantee the implementation of simplification and innovation actions, optimization of expenses and improvement of productivity and professionalization; (iii) define the guidelines and coordinate the scope of the Ministry's units projects in the areas of digital transformation of public services.

▪

National Civil Aviation Secretariat

The National Civil Aviation Secretariat (SAC/Minfra) is the finalistic department at the Ministry of Infrastructure responsible for proposing, implement and monitor the national transport policy, within the scope of the civil aviation sector, and the Government actions.

The unit has an import role in strategic national air transportation, having the following main attributions: (i) propose, coordinate and monitor policies and guidelines for management, regulation, security, sustainable development and adequate provision of civil aviation services and infrastructure;

(ii) propose, support and monitor partnerships with the private sector regarding airport and civil aeronautics infrastructures; (iii) coordinate, together with the sector's bodies and entities, the formulation of guidelines for operational security, the facilitation of air transport and the security of civil aviation against acts of unlawful interference; and (iv) propose, coordinate and monitor policies for the development and management of civil aviation services and infrastructure.

SAC has four subordinates' units:

The Ministry of Infrastructure has a long-term partnership with Serpro to develop and maintain several strategic ICT services, aimed at maintaining structuring systems that support the transportation operations, and internally, the activities of the Ministry of Infrastructure units, in addition to supporting the ICT infrastructure.

The structuring systems are based on support technology, with multi-institutional and intra-and extra-Government characteristics, such as collection and control over additional freight, port administration, information on vehicles, drivers, and traffic violations, among others. These systems have integration and relationship requirements that refer to internal Government functions or that involve the different spheres of administration, powers, as well as the relations between the Government and economic agents and the relations between the Government and the citizens. Among these systems, we can name: ▪ Monitor and define guidelines for the execution of pilot projects of the Secure Boarding Project.

▪
▪ Assist SGETI and SAC during meetings.

▪ Assist in preparing the documentation required for the planning and assessment to conduct the pilot project, proposing parameter to assess the outputs.

▪ Monitor the pilot project at FLN and SSA Airports, together with SAC and SERPRO.

▪ Analyse data from the "Passenger Perception Survey about COVID-19 Pandemic".

BRIEF INTRODUCTION OF SECURE BOARDING PROJECT

This study aims to monitor and analyse the development of a pilot for the Secure Boarding Project at two Brazilian Airports (Salvador -SSA and Florianopolis -FLN) and assist the Ministry of Infrastructure team to put in place the planning and management papers for the project. Therefore, I was in synch with SAC/Minfra and Serpro while I work on this project.

As mentioned before, the Ministry of Infrastructure has cooperation with Serpro to develop, implement and analyse the results of the pilot projects of the Secure Boarding Project in several airports of Brazil. This study project is focused on monitor and observe the first two pilot projects, at Brazilian Airports.

The Secure Boarding Project was designed based on the verification of the need to improve aspects related to security and health controls, and the facilitation of air transportation.

The project's proposal is to carry out the validation of the travellers' identity through the biometric capture of the passenger at the time of check-in, comparing it with the biometric record contained in the Government databases.

With this, it is expected not only the precise and secure verification of the passenger's identity but also to allow, from linking his biometrics to the purchased air ticket, the entire journey of the passenger within the airport environment is done without the need new verifications of your identity from the presentation of documents.

Concomitantly, advance information about the passengers of each flight will be made available, associated with the biometric consultation of these travellers in Government databases, will allow better use of this information, enabling greater assertiveness in the prevention and repression of acts of unlawful interference and in epidemiological control, together with competent authorities.
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CHAPTER 3. STATE OF ART

As part of the study, it is important to carry out a wide bibliographic review about the concept of airport function, the actual passenger process, aspects of security control and facilitation, the use of technologies on air transportation, the impact of the COVID-19 pandemic on the processes and in the future of civil aviation. So, this chapter goes on this purpose and discusses the current processes, justifying the need for the implementation of new technologies that will enhance security and the user experience at airports, combining with the new perspective of sanitary measures. Facilitation of modal change: provide a physical connection between the air vehicle and the surface vehicle, designed to accommodate the operating characteristics of the vehicles on the airside and on the earth side, respectively. This is a basic function of the terminal that requires suitable and proper functioning of two types of installations. On the airside, the aircraft must be accommodated, and the interface must be operated to meet the requirements of the aircraft. Equally important is to accommodate passenger requirements for the land-based modal used to access the airport. 

PASSENGER TRAVEL PROCESS

The facilitation of flows through the implementation of new technologies tends to positively impact the function of processing passengers in airport terminals. The process of passenger air travel begins with the flight ticket purchasing and ends when the passenger leaves the destination airport (FRANCO, 2011). Considering that the project is being developed to improve the flow of airport boarding procedure, the next section describes the characteristics of each part of the departure process.

Check-in

Check-in can be done in three ways: at the check-in counter, check-in online (internet or mobile phone check-in) and self-check-in in a machine. Internet Check-In: if a passenger has an electronic ticket it is possible to check-in electronically from even days in advance to 1 hour before departure according to the standards of the specific airline.

Internet check-in is a simple way of saving time which the passenger can spend more pleasantly at the airport.

Check-in via Mobile Phone: check-in via mobile phone is the most modern method for passengers to check-in. From the websites and app of an airline, the passenger will receive a two-dimensional bar code directly to the mobile phone in the form of an SMS, MMS or e-mail. At the airport, the passenger then just places the code on a special device. This digital service completely meets the demands and requirements for speed, independence and flexibility.

Self-check-in Kiosk: passengers use kiosks in the departure halls. By using self-service check-in kiosks all passengers listed in airlines can check-in using an electronic ticket. When using a self-service check-in kiosk identification is carried out manually by entering the e-ticket number or reservation code, by downloading one´s passport, any credit cards with magnetic strips or a boarding pass already printed, by manually entering the number of the electronic ticket and manually entering the number of selected cards of loyalty programs. If the passenger is travelling only with hand luggage it is possible to simply checks-in and walks directly to the security or passport control without any further delay. If the passenger has baggage to check-in it is necessary to hands it in at a special counter designated as "Baggage drop-off", which is located near the standard check-in counter, and receive a ticket of the luggage. Passenger continues directly to security or passport control.

Besides the types of check-in listed above, recently the airlines started to offer the Automatic Check-in, generated immediately after purchasing the tickets. The passenger receives a dynamic boarding pass which is updated with your travel details. Before the flight, it is possible to change seats or add more luggage and all changes will be available automatically on the boarding pass. For domestic flights, the boarding pass shows the gate number. For international flights, the automated generations depend on the documentation requested in the destination country.

Security Control

In the end of the sixties, has been a dramatic increase in criminal acts that endanger the "safety" of civil aviation. Consequently, an extraordinary meeting of the International Civil Aviation Organization (ICAO)

Assembly was held in June 1970.

The Assembly requested that security specifications are included in a new Annex to the Chicago Convention to specifically address this problem, in particular the unlawful seizure of aircrafts, the Annex 17, that was adopted on March 22, 1974, and contains Aviation Security (AVSEC) standards and recommended practices.

The annex contains AVSEC standards and recommended practices, in order to reduce the probability of an act of unlawful interference being directed towards airport facilities and users, and to minimize the effects of such an act. These measures include the creation of a national organization with overall responsibility for aviation security, the requirement that each airport implement a security program with a responsible authority, with the creation of an airport security committee and that the design requirements for airport security must be followed.

In relation to the recommendations for the design of an airport, the following key elements should be integrated: perimeter protection; perimeter intrusion and CCTV; physical security of buildings, including passenger terminal buildings; access control; and screening and security control regime for nonpassengers and the items they carry entering and/or within security restricted areas; security lighting.

Appropriate security measures should be developed and implemented to detect, deter, and mitigate the risk in landside areas. Attacks to the landside can be carried out through an IED (improvised explosive device) or an assault on public areas of an airport where attackers do not need to defeat the security measures normally in place prior to entering security restricted areas.

Passenger education and advance notice through, for example, aircraft operators or airports, or press releases and the media are essential to ensure that passengers receive quality service and optimum facilitation.

Regarding the security control related to screening of persons and passengers, all passengers wishing to board must pass through passenger and hand baggage security checks, including transfer passengers and baggage, unless a one-stop security agreement is in effect, should undergo appropriate security screening before being allowed access to an aircraft, sterile area, or security restricted area.

The appropriate authority may create categories of passengers that, for objective reasons, shall be subject to special screening procedures or may be exempted from screening. Besides that, State experience with passenger screening has led to the development of three basic plans for screening points position of passengers and cabin baggage: centralized, generally before the duty-free shop area, thereby separating the general public from passengers; semi-centralized, usually after the duty-free shop area; and decentralized, usually at the aircraft boarding gate.

According to the best practices for security screening checkpoints, we can mention the following devices that can be implemented, depending on the size of the airport (AHSHFORD et al., 2015;TSA, 2016).

▪ Walk-through metal detector (WTMD): this device investigates the entire body of the passenger through a detector portal, which can check suspicious metallic materials.

▪ Handheld metal detector (HHMD): in the event of an alarm trigger at WTMD, passengers are examined with a portable detector for ferrous and non-ferrous metal, which can be called a wand.

▪ Computed Tomography Scanner: the next generation of carry-on baggage scanning may include Computed Tomography (CT) X-Ray Scanning or CT Scanning. CT provides three-dimensional images of bag contents, as well as solid and liquid explosives detection. CT can eliminate the need for passengers to divest liquids from bags.

▪ Explosive trace detector (ETD): generally used to support two inspection ranges. These devices determine the presence of traces of explosive material when touching a suspicious object.

▪ Explosive trace portal (ETP): portals used to detect traces of explosives in passengers. It could determine the presence of explosives that may have escaped detection in the WTMD inspection step.

▪ Bottle Liquid Scanner (BLS): these scanners aid in identifying explosive, flammable, or hazardous substances that have been concealed in a benign container. The containers can be sealed and do not have to be open to perform the analysis. Using laser and electromagnetic technology, these units are able to quickly analyse and identify the chemical compositions of a wide variety of unknown solids and liquids, including explosives that are currently on the classified threat list.

▪ Full-body scanners: these devices provide an effective and least intrusive way to search travellers for weapons hidden under their clothes. 

Border Control

The sovereignty of countries is guaranteed by policies and laws, respectively established and enacted by States that require international passengers and cargo to pass through official border crossing points control. State officials, related to Government agencies, can conduct inspections, and decide whether to authorize entry.

Border control is often exclusively understood in terms of the movement of people, but inspection of international travellers is only part of the process. Officers must also examine conveyances including automobiles, vessels, commercial and private aircraft, as well as shipping cargo arrived by road, rail, ports, and airports. Also, another inspection process that became extremely important during a COVID-19 pandemic is related to health safety control, which checks the compliance of plants, animals and microorganisms crossing the border.

Considering the extensive attributions of the Border Control, many agencies and stakeholders are involved in the process. In that context emerged the ICAO concept of Boarding Control Management (BCM), which consists of the regulatory framework, procedures, practices, and technologies that are applied by national border control and law enforcement agencies and other stakeholders for managing the admission to, stay in, and departure of travellers. These measures are designed to realise traveller identification and risk assessment throughout the journey, consistent with international standards, recommended practices, and obligations, to achieve the security and facilitation objectives of States 

ICAO TRIP and Border Control Management

The International Civil Aviation Organisation (ICAO) has the mandate and responsibility for establishing, maintaining, and promoting SARPs related to the issuance and verification of machine-readable travel documents and related border control processes.

The Traveller Identification Programme (TRIP) Strategy, endorsed by ICAO Assembly, has the objective to guarantee a holistic and coordinated approach to traveller identification -from document issuance to border control systems, at the expense of physical security of travel documents. The program helps to optimize the economic, social, and political benefits, and to manage security risks and to respond to threats at borders by enabling better targeting of resources on persons of interest.

The TRIP Strategy framework is composed of five interlinked elements related to passengers` identification, enhancing border security management (ICAO Trip Guide, 2017), as Figure 3.7 presents: Comparing biographic data elements from the travel document with the data elements of the same document recorded in the national issuance database can confirm that the data page remains unaltered. This comparison can be managed in different ways to meet the privacy and data protection laws of each State, as integrating national travel document issuance database verification searches into primary processing, and making more extensive search results available to support secondary inspection line.

C. Biometric Identity Verification

States have been adopted a variety of biometric solutions that uses different biometric features and obtain the reference image from different sources for the identification of travellers. The Biometric Identify Verification has the objective to compare images captured of the traveller at border inspection (whether face, fingerprint, or iris) with images in a national biometric watchlist database, obtained in registered traveller programs, at ETS visa issuance, or retrieved from the national identity or passport information base.

D. National Watchlists

Watchlists allow searches against biographic (name, date of birth, sex, nationality) and biometric (face, fingerprint, iris) identity attributes associated with known or suspected targets, people whose identity attributes are included on watchlists represent a risk or threat based on their circumstances and prior conduct; as well as against lost, cancelled and stolen travel documents that could be misused to disguise their true identities.

E. Entry and Departure Databases

The deployment of entry and departure passenger's database enable States to have travel history of travellers that combined with search and reporting, information tapping with current data analysis tools, can be useful for investigative and intelligence purposes and other important applications, including in regulating the stay of travellers, and has domestic benefits such as protecting revenue through managing access to State entitlements.

F. Automated Border Controls

Automated Border Control (ABC) is an Information and Communication Technology (ICT) system and interfaces that integrate inspection systems and tools and interoperable applications into a self-service automated processing solution in order to achieve process efficiency gains and release border agency resources to achieve other facilitation and security objectives.

The Interoperable Applications has the purpose to share national, regional, and international data about travellers, subject to appropriate privacy and data protection legal frameworks, within and between national border agencies and internationally with counterpart border agencies, airlines and international organizations, to assess the risk to prevent travel and to disrupt travel throughout the journey (ICAO Trip Guide, 2017).

G. Advance Passenger Information (API) and Interactive and Advance Passenger Information

Advance Passenger Information (API) is an electronic communication system whereby required data elements, produced during check-in, and includes all passport or identity card data necessary to identify the passenger or crew member, as well as general information on the flight, are 

I. Public Key Infrastructure (PKI) and the ICAO Public Key Directory (PKD)

Public Key Infrastructure (PKI) cryptography is used to secure eMRTDs to ensure that only ICAO compliant eMRTDs issued by recognized issuing authorities are accepted at border inspection. ICAO also maintains the Public Key Directory (PKD) in order to reduce the distribution burden on State authorities responsible for eMRTD issuance, and the collection burden on undertaking PKI authentication at border inspection.

J. eMRTD Biometric Identity Verification

States able to undertake the electronic Machine-Readable Travel Document (eMRTD) Public Key Infrastructure (PKI) authentication at border inspection can rely on the biometric (face images) and optional alternatives (fingerprints and iris images) available as being genuine and unaltered.

K. INTERPOL's Database of Stolen and Lost Travel Documents

International police organization -INTERPOL's Stolen and Lost Travel Documents (SLTD) database enables border agencies responsible for the identification of travellers to determine whether the travel document presented by the traveller has been previously reported as being stolen, stolen blank, lost or revoked.

L. International Watchlists

International Watchlists supplements the national watchlists with additional targets who may In 2016, the Brazilian Government deployed the IRIS system, a solution that uses facial biometric recognition technology at international airports. The indicates, through artificial intelligence, the target defined by a risk assessment system that uses API/PNR data, without disrupting the general flow of passengers, reducing the number of passengers subjected to border inspection, while increasing the overall success rates. The following table presents the results at São Paulo International Airport (GRU),

where 65% of all the flow of international passengers takes place (MORAES, 2018). Passport Control (APC). This innovative process has the objective to streamlines the entry process for citizens, permanent residents, and specific visa holder travellers, by providing an automated process through the inspection area. Usually, travellers use self-service kiosks to respond to inspection-related questions and submit biographic information. The process does not require pre-registration or membership and maintains the highest levels of protection when it comes to the handling of personal data or information. As benefits, passengers have an experience of shorter wait times, less congestion, and faster processing.

Instead of filling out a paper Customs declaration form, eligible passengers can proceed directly to the APC kiosks in the passport control area. Travellers are prompted to scan their passport, take a photograph using the kiosk, and answer a series of CBP inspection-related questions verifying biographic and flight information. Once passengers have completed the series of questions, a receipt will be issued.

Travellers then bring their passport and receipt to a CBP Officer to finalize their inspection for entry into the United States. The kiosks allow people residing at the same address to be processed together.

An evolution of the APC program is also under implantation in the United States, the Mobile Passport Control (MPC) is a partnership program that provides authorized mobile apps to streamline a traveller's entry into the United States. Using free authorized apps, eligible travellers voluntarily submit their passport information and answers to inspection-related questions to CBP via a smartphone or tablet prior to inspection.

Boarding Process

Usually, just before boarding the aircraft passengers` personal identification is asserted manually and visually by airline staff at the departure gate, examining a physical document in the effort to confirm that the document information matches the individual in question and matches the boarding pass. The boarding pass is also scanned and checked against the passenger manifest, and this data is used to identify who has boarded the aircraft, which is sent to the relevant Government agencies once the flight has departed [START_REF] Iag | Biometric Boarding using Identity as a Service: The potential impact on liability in the aviation industry[END_REF].

This process tends to be inefficient, considering that:

A. does not enable coordination and cooperation between stakeholders, airlines, airports and Government agencies.

B. for Governments, manual processes are not considered to be as secure as newer biometric methods.

C. does not meet users' expectations, forcing the passenger to disclose their documents and boarding pass on a number of occasions.

D. is open to error and are not infallible, and mistakes do occur.

E. the speed and ease of boarding is constrained by the need for airlines to meet their responsibilities, which currently requires the checking of documents and passenger's identities prior to boarding, which can cause unnecessary delays.

According to International Airlines Group [START_REF] Iag | Biometric Boarding using Identity as a Service: The potential impact on liability in the aviation industry[END_REF], the implementation of first-generation biometric solutions has made great strides in improving the speed and ease with which passengers pass through airports. The emergence of next-generation biometric identity solutions that accurately match a single facial image within a gallery of thousands, at speed, have the potential to transform air travel for all stakeholders, with several expected benefits:

A. by increasing the speed of identity authentication, and achieving this by automated biometric matching, ensuring a faster, more convenient boarding for passengers.

B. by limiting the disclosure of personal information, guaranteeing that passengers' identities are better protected when boarding the aircraft.

C. for Governments, accurate biometric exit or entry records for immigration purposes.

D. for airlines, faster boarding for the majority of passengers enables staff to focus their time on higher-need passengers and airlines should benefit from increases to the accuracy of the automated process, reducing the risk of misidentifications leading to fines and other associated costs.

The identity management operation process at boarding gates changes as a result of the introduction of the automated gates (or other systems), which allows the comparison between biometric information and national databases information. For passengers that pass through the automated gates, the system completely replaces the existing manual/visual identity check that is currently undertaken by airline staff prior to passengers boarding the aircraft. Passengers at this stage do not need to present a boarding pass or passport to progress. Biometric technology and identity management solutions are increasingly commonplace in airports around the world, and some global identity innovation cases will be presented in the item 3.5.

LEVEL of SERVICE (LoS) AND PROCESSING TIMES

According to IATA Level of Service (LoS) Best Practice3 , the concept of "Level of Service (LoS) is an aggregated framework for the design and expansion of facilities as well as for the monitoring of existing facilities. It may also be used as a benchmark that determines whether the contractual obligations of airport owners, operators and/or third parties service providers are being met. Waiting time and special requirements must be considered together to provide a balanced LoS. The objective is to provide a realistic design horizon for passenger facilities without over providing or under providing." The IATA LoS methodology uses four categories to classify the service levels of passenger terminal sub-systems: LoS considers space and waiting time requirements to achieve cost-effective airport infrastructure that satisfies the needs of airlines and their passengers. The level of service may be expressed in terms of:

▪ Waiting time per passenger for processing facilities, either as a maximum waiting time during the planning busy hour or as a percentage (i.e., 90 per cent of the design Peak Hour Passenger queue for less than 7 minutes)

▪ Unit area per occupant for holding facilities and ▪ Available cross-sectional area and availability of movement-assisted devices (i.e.: moving walkways, automated people movers, etc.) for circulation facilities.

The Level of Service (LoS) concept is a way to ensure that considerations of demand, processing rates and service quality are taken into account when defining airport service levels and can be used for several different purposes, as conduct a capacity analysis, design new facilities and measure existing facilities, identifying bottlenecks and potential operational improvements.

For this study project, the focus will be on the measure of terminal sub-systems performance, which can be used when physically measuring the performance of existing facilities to establish the relationship between current and expected performance. Those measures could help to identify the bottlenecks of those facilities and potential operational improvements to overcome the reduced LoS.

The LoS should be measured at relevant periods, considering current demand compared with design dates and lead times. Failing to do so may generate misleading conclusions and misinterpretations of the results.

The LoS standards that define a passenger terminal's capacity are directly related to passenger experience and comfort factors that can be quantified, including processing times, such as bag drop times, security process times, immigration and emigration process times and transfer process times.

Therefore, the ICAO LoS framework provides guidelines in terms of space, maximum waiting time, seating and occupancy, presented in Table 3.2. Optimal operating levels of a terminal defined by IATA, 2014, are shown in Figure 3.12.

Figure 3.12. IATA LoS Optimum Standards.4 

Airplane Boarding Time

As presented in the previous section, the IATA parameters for assessing boarding service levels are carried out by the percentage of passengers seated (50 to 70% in an optimal situation) and the space available to passengers, seated and standing. Therefore, IATA hasn`t established yet standards for the processing time of travellers when boarding aircraft.

Considering that, a search was carried out in the manuals of the main aircraft that operate domestic flights at Brazilian airports, to identify parameters that could be used as LoS boarding time references.

Coppens at el. ( 2018) quotes that boarding improvements hence take effect in two areas: passenger experience and turnaround time (TAT)5 .

According to Boeing 737 Airplane Characteristics for Airport Planning Manual, 2020; the theoretical duration of a full turnaround 6 for a Boeing 737-900 models is 45 minutes, while a short turnaround takes 23 minutes [START_REF] Kierzkowski | The Human Factor in the Passenger Boarding Process at the Airport, 10th International Scientific Conference Transbaltica[END_REF]. The below graphs present the turnaround time for Boing 737-800 and 737-900, and also for Airbus 320-200.

As shown by the graphics, turnaround's critical path is cabin servicing, disembarkation, and passenger boarding. Due to that, those activities must be done in the shortest time possible. The boarding time for a Boeing 737 takes around 15min, with an average passenger loading rate of 12 pax/min, and for an Airbus 320, the procedure lasts about 13 min.

6 A full turnaround includes activities such as crew replacement, servicing the galleys and cabin, refuelling, servicing toilets and water, passenger (de)boarding and baggage (un)loading, while a short turnaround includes only passenger (de)boarding and baggage (un)loading and is feasible using two sets of stairs. 

FACILITATION AND SECURITY BALANCE

As mentioned in item 3.2.2, aviation security involves a series of measures to safeguard civil aviation against acts of unlawful interference, in all its forms. Usually, more severe screening measures at airports are taken to oppose threats, that heighten and evolves through the times. As a result, the terminal may have to deal with dissatisfied passengers, long queues, and delays and, consequently, greater costs for airports, airlines, and travellers.

In this context emerges the concept of facilitation, which is focused on to enable a faster, seamless flow of passengers, baggage, and cargo, while enhancing safety and security through the airport facilities, and improving airlines' customer experience and satisfaction. Travellers expect to have the same, frictionless travel experience, regardless of the situation, under good or bad times, normal or in a situation of flight disruptions.

The continuous increase of passenger's flow requires a level of interaction and coordination between civil aviation stakeholders, especially Government agencies, airports and airlines operators to improve de processes to, on the one hand, enhance the passenger experience and, on the other hand, maintain the security and safety standards. As such, it provides a frame of reference for planners and managers of international airport operations, describing the obligations of the industry as well as the minimum facilities to be provided by governments. In addition, Annex 9 specifies methods and procedures for carrying out clearance operations in such a manner as to achieve compliance with States' laws while enabling maximum productivity for the air transport operators, airports and government inspection agencies involved".

With the airline industry evolution, there is the challenge of maintaining a balance between safer and secure aviation and the need to facilitate air travel, which is complimentary. The automation and mechanization of the procedures discussed in the above sessions demonstrate different ways that industry is working on the improvement of processes, always trying to merge redundant procedures and implement innovations, such as Advanced Passenger Information (API), Passenger Name Records (PNR), Biometric technology and identity management solutions.

GLOBAL IDENTITY INNOVATIONS

In order to define the future for international air travel, a range of innovative identity schemes is being developed in locations around the world, seeking to help passengers assert their identity more easily while enabling Governments to keep a better record of who enters and leaves a country. The number of existing projects indicates the growing need to better manage identity in air travel.

According to IAG, 2018, these initiatives are building towards the industry's future vision for air travel, which includes:

▪ Passenger data is better protected.

▪ Friction-free, fast and convenient experience for passengers ▪ Delivering stronger security and border control without impacting on passenger convenience ▪ Building common standards and a multi-lateral international approach ▪ Increasing capacity within the system through greater efficiency A significant innovation in the identity management space is an Identity as a Service (IDaaS) solution developed by U.S. Customs and Border Protection (CBP), called the Traveller Verification Service (TVS)

that is currently being trialled by several airlines.

Fast Travel Program

The Fast Travel Program 7 was developed, according to IATA, to drive the introduction of self-service options in order to address increasing customer demands, enhance the customer travel experience, 

One ID

As part of defining the future, and to provide a way to bring the various international developments together, IATA has developed the One ID initiative 8 . Through this global programme, the entity is leading the industry in delivering an end-to-end passenger experience that is secure, seamless and efficient. One ID seeks to introduce a collaborative identity management solution that spans across all process steps and stakeholders in the end-to-end journey from booking to a destination, putting the passenger in the centre.

One ID introduces an opportunity for the passenger to further streamline their journey with a document-free process based on identity management and biometric recognition. Passengers will be able to identify themselves at each airport touchpoint through simple biometric recognition. The objective is to achieve truly interoperable system coordination between airports, airlines and governments, through the standardization and harmonization of frameworks, processes, data models, and data interchange protocols will be crucial to expedite and maximize the benefits for all.

This involves the use of (i) a trusted, digital identity; for a simplified, faster process to check identity; (ii) Identity Management Platform; for the sharing and use of data by different stakeholders in a collaborative manner, and according to the "privacy by design" principle; (iii) biometric recognition technology; for instant identity verification throughout the various process steps; (iv) a Trust

Framework; for stakeholders to trust one another, trust the data and co-operate on a common identity management platform. Lastly, according to IATA, One ID will bring multiple benefits to all stakeholders: passengers, airlines/airports and governments, as listed below:

A. Passengers: seamless experience with one single identification

One ID aims at a "seamless" journey and enhances the overall experience of passengers. There will no longer be a need to juggle between various papers. With a single identification, all service providers can readily identify them. This tends to eliminate repetitive procedures, leading to less queuing. and eventually encourage passengers to arrive at the airport ready to fly.

B. Airlines/Airports: cost-effectiveness & efficiency

By reducing time spent on manual ID tests, one ID would increase staff efficiency. It will also provide knowledge of where passengers are in the airport process in real-time, probably facilitating intelligent queuing. All of this would help maximize space usage at airports. Ultimately, airlines would benefit from all the changes in the passenger phase with satisfied customers, which are likely to translate into business opportunities.

C. Governments: enhanced security

One ID will allow border, aviation and airport infrastructure security upgrades. It will help fight against human trafficking and other cross-border illegal activities by reducing the risk of crossing borders under a false identity. IAG white paper (2018) highlights that the project is being implemented in partnership with several airlines. With TVS, is to reduce manual processes undertaken by airline staff. TVS process considers that passengers that enter or leave U.S. or are holders of US Passports, have their face biometrically matched to a previously verified image, as a result of the current immigration processes, determining their identity without the need for a passport or boarding pass to be shown.

Therefore, TVS streamlines identity processes by enabling biometric confirmation of identity, removing the need for manual checking, with a few intended benefits:

A. ensure faster, more comfortable boarding for passengers by increasing the speed of identity verification and automated biometric matching.

B. ensure that the identities of passengers are better covered when boarding the aircraft by restricting the disclosure of personal information.

C. Governments should benefit for immigration purposes from correct biometric exit or entry records.

D. Airlines, faster boarding allows employees to spend their attention on higher-need passengers.

E. Airlines should benefit from Increases in the accuracy of the automated process, decreasing the risk of misidentification resulting in fines and other related costs.

THE FUTURE OF AIRPORT PROCESSES

The continuous increase of aircraft and passenger traffic coupled with competition and the promise of new non-aeronautical revenue streams will lead to a transformation in airports' value proposition. A transition from a process-centric to a passenger-centric business model, added with emerging technologies leverage and the interaction and coordination between civil aviation stakeholders will provide facilitation while enhancing safety and security through the airport facilities, and improving airlines' customer experience and satisfaction.

In Particularly regarding the boarding process, the object of this study project, the survey revealed that 60% of the passengers expect a more efficient queuing process at the boarding gate in addition to comfort at boarding terminal areas. The overall satisfaction of this airport procedure reached 72% for all passengers. Furthermore, 68% also said they would like their travel documents to be validated pretravel.

Among new technologies, the biometric is favoured to speed things up at the airport, given that 70% of passengers are willing to share their biometric identifiers and 46% would prefer biometric identification instead of a paper passport. This result reinforces the applicability of innovative identity initiatives, such as the Secure Boarding project, to be adopted in Brazil.

As presented in item 3.5, there are some identity-related innovations to facilitate the passenger process which are being implemented around the world. According to IDG (2018), these initiatives are building towards the industry's future vision for air travel, which includes: passenger data is better protected;

friction-free, fast and convenient experience for passengers; delivering stronger security and border control without impacting on passenger convenience; building common standards and a multi-lateral international approach; and increasing capacity within the system through greater efficiency.

Frost & Sullivan's recent analysis, Digital Transformation in Airports, reveals that increased passenger A. Biometrics: applications of biometrics concentrate on automated airport processes, reducing bottlenecks. The technology is now being applied in the form of identity management for self-service kiosks at all touchpoints, aimed at creating smooth passenger journeys. Passengers will apply biometric data (registration) at the first airport touchpoint and will only need to check their identification at all subsequent originating airport touchpoints, with the possibility of extending this facility further at the airport touchpoints of the destination.

B. Blockchain: Blockchain technology can be used as a trusted network for biometric and other personal data storage to create safe and faster journeys for passengers. Among airport stakeholders, Blockchain avoids operation in silos and may also prove to be the catalyst for a truly collaborative airport environment. Passengers may be willing to share even more data, obtaining higher valueadded services in return, while blockchain removes any protection or privacy concerns.

C. Analytics: to provide historical, real-time and projected data, the information generated by different airport systems are collected and digitally analysed to allow the operator to take proactive measures to deal with peak operating periods and disruptions.

D. Artificial Intelligence: (AI) is already been applied in specific passenger-related applications, from chatbots to predicting expectations and recommending relevant products/services in the pretravel phases of the passenger journey. AI will be used in the airport's e-commerce, as well as in allowing operators to better manage airport spaces and assign resources in line with optimized flow prediction models.

3.6.1. COVID Impacts: the next normal will be digital.

The COVID-19 pandemic impacted the world in 2020, causing health, economic and social crises. The sectors of the economy that saw significant declines in their activities were aviation, tourism and trade (ECLAC, 2020). In the case of civil aviation, it is observed that no other epidemic, economic crisis or Countries in the absence of treatments and vaccines 10 against COVID-19, throughout 2020, adopted, among other measures, to control the pandemic, the restriction on the circulation of individuals, this directly affected, in different intensities, the productive activities. Among the most affected was transportation (ECLAC, 2020).

Countries have adopted border closure measures, restrictions on the entry of foreigners, a negative test requirement for COVID-19 (e.g., RT-PCR test with 72 hours), quarantine for international passengers and other measures (IATA, 2021), in order to contain the spread of the new coronavirus.

In addition to changes in health protocols at airlines, airports and auxiliary services companies, always to contain the spread of the new coronavirus and providing greater health security in the sector.

Challenge of the airline sector measures to be taken to make transportation safer from a health point of view (cite the work of CTAFL and Anvisa) and how to win the confidence of the passenger.

As a result of these measures, international air transport showed a greater reduction in air traffic compared to domestic. According to ICAO (2021), comparing 2020 with 2019, there was a 66% reduction in the number of seats offered by international air traffic airlines and 38% in domestic air traffic, also 74% reduction in passenger traffic from the international and 50% from the domestic.

Regarding the ever-growing challenges that the aviation system has faced, the Council Aviation Recovery Task Force (CART) of ICAO has resolved to partner with its Member States, international and regional organizations, and industry to address these challenges and to provide global guidance for a safe, secure and sustainable restart and recovery of the aviation sector, that were summarized at ICAO Take-off: Guidance for Air Travel through the COVID-19 Public Health Crisis (2020).

The document recommends whenever possible, the airport and other stakeholders should use contactless processes and technology, including contactless biometrics such as facial or iris recognition.

Such digital identification processes can be applied to self-service bag drops, various queue accesses, boarding gates, border control and retail and duty-free outlets. This will eliminate or greatly reduce the need for contact with travel documents between staff and passengers. It may also accelerate various processes, resulting in enhanced health protection, reduced queuing and other process efficiencies.

10 The first vaccination against COVID-19 took place on December 18, 2020 in the United Kingdom with the Pfizer / BioNTech vaccine. Margaret Keenan, a 90-year-old lady, was the first to receive the dose, in a hospital in Coventry, central England. (https://g1.globo.com/bemestar/vacina/noticia/2020/12/08/idosa-de-90-anos-eaprimeira-a-ser-vacinada-contr-covid-no-reino-unido .ghtml)

PROJECT MILESTONES

In the table below 4.1, the list of major milestones and deadlines are specified. 

METHODOLOGY

This study project is an applied research, in other words, it aims to generate knowledge, around specific interests, which will be destinated for a future practical application for a specific problem. Concerning the environment in which the problem is found, we opted for the qualitative analysis approach and, alternatively, indicative quantitative analysis. As for the objectives, the research is characterized as exploratory, since we want more familiarity with the problem aiming at the construction of hypotheses.

Regarding research procedures, in addition to a broad literature review of scientific studies comprising the concept of airport function, the actual passenger process, aspects about security control and facilitation, the use of technologies on air transportation, the impact of COVID-19 pandemic on the processes and in the future of civil aviation; the work defines an implementation project roadmap for the Secure Boarding Project. Additionally, the study aims to propose parameters and evaluate the development of a pilot project deployed at two Brazilian Airports, focused on measure processing times considering the use of technologies and compare with conventional boarding, and evaluate the responsiveness of the systems and technologies adopted.

Moreover, analyse the results of the "Passenger Perception Survey about the Covid-19 Pandemic" conducted in Brazil during the second semester of 2020, aiming to evaluate the willingness of the Brazilian passengers to share personal data before travel and also to pass through a touchless process at the airport. The research suggests a qualitative assessment of the propensity of users to migrate to a process that involves biometrics and access to personal data.

Finally, it should be emphasized that at first, the intention was to analyse the indicators outcomes that will be provided by the pilot projects. However, the impacts of the COVID-19 pandemic in Brazilian airport operations and in the Government capability to continue the project development was decisive for delays in the previously established plans. Therefore, it is not intended to evaluate de indicators results, but only propose parameters that will enable post-implantation monitoring and allow future quantitative analysis of the benefits that could be brought from the implementation of the Secure Boarding Project in Brazil.

CHAPTER 5. SECURE BOARDING PROJECT: USING BIOMETRICS SYSTEMS TO INCREASE SECURITY AND EFFICIENCY IN AIRPORTS

This chapter of the study aims to describe the Secure Boarding Project, contemplating details of the proposed passenger embark flow and expected benefits (items 5.1 to 5.5), presenting as outputs the roadmap for the implementation of the project (item 5.6), comprising the Proof of Concept (PoC).

Furthermore, through selected questions of the "Passenger Perception Survey about the Covid-19

Pandemic", performed by MINFRA during the second semester 2020, evaluate the willingness of passengers to check-in online, disclose personal information and use biometric contactless technologies; and propose indicators to be calculated in order to measure and access the projected benefits considering a sample obtained from the PoC conducted at Salvador and Florianopolis Brazilian airports. It will be described in items 5.7 and 5.8.

Last but not least, given the impact of the COVID-19 pandemic on the evolution of the project in 2020, in which civil aviation was drastically impacted, this study also aims to propose the scope of future studies to be carried out about the subject (item 6.2).

THE PROJECT

The Secure Boarding Project was designed, based on the verification of the need to improve aspects related to security and the facilitation of air transport. Before seen as antagonistic points, where the increase of one would invariably lead to a reduction of the other, mainly due to the advent of technology, these two principles can and must evolve together.

Currently, for boarding domestic flights it is necessary to present a valid identification document to ensure that the passenger is the holder of the boarding pass as required by the National Civil Aviation Agency -ANAC11 .

In order to prove the identity of the passenger12 , civil identification documents are accepted with public faith and valid throughout the Brazilian territory, certified copies of the civil identification document and even valid police reports, in cases of theft or loss of a document.

Among the civil identification documents accepted for boarding: state-issued identity cards (ID), driver's licenses (CNH), passports, work cards, identification documents issued by professional councils (OAB, CREA, CRM, etc.) and military bodies, functional identities issued by the Federal Government, legislative and judicial branches, among others.

In addition to the diversity of identification documents accepted for boarding, many of them with fragile controls in their issuance, checking its authenticity is attributed to the airline companies because they are responsible for passenger boarding on the aircraft. It should be noted that the checking of such documents is carried out by an airline employee who, despite having been trained, is not an authority capable of identifying fraud with propriety. Added to this, is the fact of having to perform such an activity in a time of stress, as this procedure must be done for dozens of passengers waiting for their boarding, with increasing pressure by the waiting time of the aircraft on the ground, and while also taking care of other concurrent activities.

In order to mitigate this situation, it is understood that the competence for verifying the identity of passengers must be assumed by the Federal Government, based on consultation with government databases whose data entry is done securely and with low exposure to possible fraud.

Government databases already exist containing biometric data of Brazilian citizens and with a high level of security in capturing such information, such as the Federal Police Passport database, the electoral database developed by the Superior Electoral Court -TSE and the National Driver's License -CNH, from the National Traffic Department -Denatran, developed and administered by Serpro.

Thus, the Secure Boarding Project propose is to validate the identity of passengers through the biometric capture of them at the time of check-in, confirming it with the biometric record contained in government databases.

With this, not only the precise and secure verification of the passengers' identity is expected, but from the linking of their biometrics to the information in the purchased air ticket, it should also allow for the entire journey of the passenger inside the airport environment to be done without the need of new verifications of identity after the first presentation of documents.

With the implementation of this project, the currently existing airport infrastructure can be better used resulting in efficiency gains and reduced operating costs, both for airports and airlines.

Although severely impacted by the Covid-19 global pandemic, the growth projections for the airline industry have already indicated a saturation of the current airport infrastructure in the coming years.

Therefore, it's essential to encourage the use of technology to optimize processes and improve the use of the current infrastructure to avoid a new collapse in the sector as we experienced in the past decade.

It's observed that in addition to the gains for the improvement of civil aviation security the benefits for the facilitation of air transport through the increase in the efficiency of airport processes and the reduction of the operating costs of the sector are equally evident.

Moreover, the passenger travel experience is also enhanced, enabling the traveller to have an uncomplicated journey free of any kind of physical contact, which is even more relevant while we experience a worldwide public health crisis of wide proportions caused by the new Coronavirus.

As presented in Chapter 3, item 3.5, the use of biometrics to increase the efficiency and security of airport processes has been discussed internationally by industry bodies and entities for a long time.

There is a consensus around the world that the most effective way to face the growing number of passengers is to improve and expand the use of technology, combined with the more efficient use of airport infrastructure. The Secure Boarding Project is fully aligned with the main international initiatives and projects in this regard.

EXPECTED BENEFITS

In addition to the security and efficiency gains already mentioned, the Secure Boarding Project will also bring other benefits to the actors involved in its implementation, especially to airports and airlines, as it's expected a significant reduction in the operating costs of both through the adoption of biometric recognition technology.

As previously discussed, the proposal is to check the passengers' identity at the time of check-in and, by linking their biometric data to the airline ticket, to allow access to the departure lounge and board the aircraft only employing their biometrics. As seen in Figure 5.1, after check-in, the biometric registration is made from the passenger's National Individual Taxpayer Identification Number (CPF) and the biometric capture using a frontal photo.

To make boarding tests possible, conducted prior to the wide adoption of the project, Serpro developed an application that allows the registration of the passenger's biometrics, the consultation of the CPF database and the verification of the biometrics in the government databases.

Although the CPF database does not have the biometrics of the citizens enrolled, it will be used as the key to search the biometric record of the passenger in government databases and to compare it with the photo captured at that moment. In addition, the CPF will also make it possible to verify the biographical data of the passenger, such as his full name, date of birth and other information considered relevant.

The passenger's name registration can have several compositions (first name / last name, first name + middle name / last name, first name / middle name + last name, abbreviations, etc.). So, the application developed by Serpro is able to validate this field by confirming at least one of the names used at the time of ticket purchase with the CPF database record.

The biometric check by consulting the biometric registration of government databases will be carried out only at this stage of registration, and the following checks, for access to the departure lounge and boarding the aircraft, will be made using the photo captured at check-in. Thus, a parallel biometric database will be developed, allowing the storage of the most recent photo of passengers.

If expressly authorized by the passenger, his biometrics may be stored for future trips, exempting him from the registration step at subsequent check-ins, for the period whose storage was authorized, yet to be defined.

TREATMENT AND PROTECTION OF PASSENGER DATA

The Secure Boarding Project has as a premise the security in the treatment of passengers' personal data and the protection of this information against its improper or unauthorized use, being fully aligned with the National General Data Protection Regulation -LGPD 13 .

Specifically, in the aspect related to the identification of passengers, the LGPD establishes that the standard does not apply to the processing of personal data carried out exclusively for the purposes of public security, national defence, State security or investigations and prosecutions of criminal offences 14 .

As such, we understand that the use of passengers' personal information by public security bodies for the purposes described above does not affront LGPD. However, it's necessary that the sharing of this information is supported by contracts, agreements or similar instruments, providing for the treatment and shared use of data necessary for the execution of public policies by the Administration 15 .

As for the possibility of using passenger personal data by airports, airline companies or other private sector stakeholders to improve the travel experience, for example, such sharing can only be done with the consent of the data subject 16 in writing or by other means that demonstrates the manifestation of its will and should refer only to determined purposes 17 . 

INVESTMENT

For the implementation of an initiative of this size, a comparable investment is required, which must correspond to the benefits achieved and reverted to the society. In this sense, although still in the initial phase of internal discussion, some possible sources of financing have already been pointed out, which depend, however, on a broader discussion with the sector and with other areas of government.

Any financing source that is chosen must respect some basic premises to guide the cost model that will be used, considering, but not restricted to:

▪ Construction of models together with the sector: beneficiaries of the solution should participate in the construction of the financing models to be presented as an option to fund the implementation of the project, contributing to the selection of the most appropriate and efficient model.

▪ Not to overburden any part:

The source of the resources to be used should not overload any part involved and the costs must be shared among the various beneficiaries of the solution in proportion to the perceived benefit.

▪ Sustainability of the Solution:

The financing model should consider not only the implementation of the solution but also guarantee its sustainability throughout its life, including maintenance of equipment and systems, expansion of coverage, technological developments, etc.

▪ To benefit the passenger: Whichever model is used, it should always have the benefit of the passenger as a principle, regardless of the chosen source (public or private).

It is important to note that there is no single financing option. The Brazilian Ministry of Infrastructure believes that the models are complementary and should be implemented together to achieve maximum effectiveness with minimum impact on any of the actors involved in the process. This study proposes the Secure Boarding Project implementation in four steps:

PROJECT IMPLEMENTATION ROADMAP

-Pilot Project Phase (2020-2021)

-Implementation phase (2022-2025)

-Integration phase (2022-2024)

-Post-Implementation Analysis (continuous)

According to the timelines, the implementation milestones of these phases can be seen in Figure 5.2 "Project Implementation Roadmap".

Figure 5.2. Secure Boarding Project -Implementation Roadmap.

Step 1 -Pilot

For the first phase of project implementation, it was defined a pilot project phase, aimed at:

▪ testing the applicability of the concept.

▪ testing different models and features of the system.

▪ to gather indicators and present results obtained.

Initially, to carry out the pilot implementation step, it was established that the validation of the passengers' identity would be promoted by consulting the National Driving License (CNH) database of the National Traffic Department (Denatran), cross-referencing the biometric data recorded in it and the passenger photo captured at each control point in an airport environment.

This option was because Denatran is part of the organizational structure of the Ministry of Infrastructure and the CNH database is managed by Serpro facilitating access and consultation of the existing records.

As such, the fact that the CNH is a document whose issuance is endowed with reasonable security standards and is widely used in the national territory as an identification document, which made it convenient to use for the pilot phase.

We emphasize that in this phase, only CNH records will be used in order to facilitate the implementation of the pilot. The final solution provides for consultation with other government databases expanding the population that could benefit from the initiative.

To make the pilot feasible, one of the premises adopted was to require the least possible investment on the part of those involved. Serpro developed an application, already described in this document, that allows the registration of the passenger's biometrics during check-in to verify the biometric records existing in the CNH database, using the CPF as a key to locate the passenger between the entire universe of qualified drivers, currently composed of about 56 million active registrations.

The intention is that, preferably still during the pilot, the airlines' applications will start playing this role, at check-in, avoiding the collection and verification of biometrics outside the company´s systems.

However, as already mentioned, the pilot's objective is to reduce the need for investments and to avoid dependence on adaptations in the systems currently used by airlines, which is why the Serpro application will initially be used for this purpose.

Likewise, a partnership was sought with companies that supply equipment for biometric capture and verification aiming at making the devices to be used in the pilot available without any burden to those involved. Considered a fundamental step for the project, the supply of this equipment was crucial for the validation of the solution to be implemented.

In this sense, some companies sought the Ministry of Infrastructure expressing their interest in joining the project by offering equipment at no cost and without any expectation of future hiring or commercial advantage.

Similarly, to enable the necessary integrations between such equipment and the systems responsible for identifying passengers' access to the departure lounge and the actual boarding of the aircraft, the participation of companies providing airport systems is essential, also free of any cost or future constraints.

An airport responsible for providing the physical and logical infrastructure for installation of equipment and access to their systems for integration between both, and an interested airline are the required actors to start the pilot and to carry out the boarding tests. The figure below shows the flow adopted in the pilot; whose steps are described as follows: Check-In 1. The passenger checks in at the airline counter and prints the boarding pass (physical or digital). Then, the passenger is invited to participate in the pilot program by the team of facilitators (airport employees, airline, or other partners) after a brief explanation of the project and general guidelines of the procedure to be followed.

A. It should be noted that the check-in process will not undergo any modification being carried out exactly in the manner usually used by the airline company for conventional boarding procedures.

9. Passenger boarding information on the aircraft is shared with the airport and the airline and registered in the secure boarding system. As already mentioned, among the functionalities to be tested during the pilot are the possibility of identifying the passenger at the control points (access to the boarding room and boarding the aircraft) using only their biometrics, and the adoption, by the airlines, of the functionality to capture and send the biometrics of the passenger to Serpro´s validation. The pilot project stage will also be essential for the collection of indicators that will allow quantifying and evaluating the benefits that the solution may bring to airports and airlines, as well as to the government and other interested parties.

Step 1 of the Secure Boarding Project was started in October of 2020, with completion expected in March of 2021. The following schedule was established:

-FLN -Florianopolis -October / 2020 -SSA -Salvador -Pilot running -December / 2020 -SDU -Rio -Santos Dumont -2nd half of January / 2021 -CNF -Belo Horizonte -2nd half of January / 2021 -GIG -Rio de Janeiro -Galeão -February / 2021

Considering the airlines' request for pilot overhaul during the summer vacation period and the impacts of a new Brazilian coronavirus strain, only the FLN and SSA pilots progressed, but at a slower pace than previously established.

1st Pilot (FLN -Florianopolis Airport)

The International Airport of Florianopolis (FLN) located in the capital of Santa Catarina, since 2018 under the management of the Swiss group Zurich Airport, was the pioneer to implement the Secure Boarding Project initiative in the county. FLN Airport already offers infrastructure and basic technology for the installation of the biometric boarding process. On the occasion, the CEO, Mr. Ricardo Gesse commented that "Floripa Airport has in its DNA innovation and the constant search for the best experience for our passengers. In this sense, the implementation of the touchless airport concept is a priority for us. We are proud to be the pioneering airport in Brazil with this technology, which guarantees more security and faster boarding".

The tests of the Secure Boarding Project pilot in Florianopolis will be carried out with voluntary passengers of the airline Latam Airlines. The verification of the traveller's identity took place at the time of electronic check-in with the linking of a photo to the air ticket, which allows easy access for the passenger to the departure lounge. The boarding of the aircraft took place through the traveller's biometrics, without the need to present any documents.

The project was implemented at the Airport in partnership with the IT companies Amadeus, Collins, Digicon, Gunnebo, IDEMIA and SITA to ensure the technical support and equipment necessary for the operation of Secure Boarding. 2nd Pilot (SSA -Salvador Airport)

Salvador International Airport (SSA) was the first in the Northeast Region and the second in the country chosen by the Federal Government to test the pilot project for air boarding using facial recognition.

The government project is being implemented at Salvador Airport with the support of IT companies Rockwell Collins, Gunnebo and Amadeus to ensure the technical support and equipment needed for passengers to board with the use of biometric identification. Mr Julio Ribas, CEO of the Salvador Airport Concessionaire, declared "We believe in and encourage the use of technology as a way to improve passenger travel and increase the efficiency and safety of our processes. The arrival of this solution comes to add and contribute to making travel in Brazil aligned with the most modern developments in world aviation". 

Step 2 -Implementation

The second phase considered in the scope of the Project, after the successful completion of step 1, is the solution implementation phase, which is:

A. The expansion of the project's coverage to a broad range of airports and airlines.

B. Integration with other government databases.

C. The expansion of data shared between interested parties.

At this stage, it's expected that as the applicability of the proposal and its advantages for the sector are demonstrated, more airports and airline companies will seek adherence to the project. It´s necessary, therefore, that the solution is ready to be adopted at the national level depending on the investment capacity of each airport concerned.

The proposal is that the project should allow even regional airports, managed by states or municipalities, to include the security module of the system, through the use of devices capable of incorporating the biometric registration application developed by Serpro (in case the airlines have not yet integrated this functionality in their own applications) that can capture the passenger photo and send it over the internet to validate the passengers' identity. Even cell phones or tablets, for example, could be used for the secure identification of passengers.

It would be unreasonable to require that, in order to join the project, airports would be required to purchase biometric capture and validation equipment, perhaps the most expensive part of the solution.

Depending on the movement of the airport, such an investment would be excessive and unnecessary, discouraging a wide adoption of the solution.

Thus, predicting the flexibility of using travellers' identity verification functionality by consulting government databases was considered one of the basic guidelines so that, even with low investment in infrastructure, it is possible to improve the security of the sector regardless of airport size and financial capacity.

In order to expand access to the facility proposed by the project, this step will also seek to integrate the system with other government databases, such as passports, the Federal Police, voter registration -TSE, and others that contain biometric records of Brazilian citizens.

The option to use the CNH database, as explained in this document was adopted due to the low complexity of the access to its records as it is managed by Serpro and is linked to a unit of the Ministry of Infrastructure, Denatran. Its database includes approximately 67 million biometric records of drivers from a total universe of about 74 million CNHs 18 . Of the 7 million records without biometric data, part refers to documents that have already expired and whose holders will not renew them, and part is still valid, however, when they expire, they must be renewed with the capture of the driver's biometrics. So, it is expected that the last CNHs still valid, but without biometric data, will be renewed by the end of 2021 as biometrics began to be included in the records in 2017 and the current validity of the CNH is five years.

Although the CNH database includes a significant portion of air transport users, we believe that the incorporation of other government databases will expand the universe of passengers served by the Secure Boarding Project. Consulting more than one source of biometric data for citizens also allows fraud detection by crossing information. In addition, consultation of the passport database will also allow the use of biometric identification for passengers on international flights, assisting the Federal Police in exercising their powers related to migration control and border security.

18 Data from August 2020.

The Secure Boarding Project, in addition to providing advances in the facilitation of air transport, reducing time and cost of airport processes, also provides a new way of identifying travellers through facial recognition, and this aspect of security becomes more efficient and broader as the number of reliable sources of consultation increases.

In the previous step, the expectation of integration with other government databases was described. In this stage, this expectation evolves towards a possible integration with other databases, such as the civil registry database, administered by the federation units.

Once state governments have a secure source for capturing and storing their citizens' biometric data, from an agreement to exchange information with the secure boarding system, such databases could also be used for biometric identification of travellers.

With this, integration with the records banks of the state public security agencies would make it possible to use the solution described here to locate wanted persons, for example, contributing to better use of the tool to increase the security of air transport and assisting the local police forces in the exercise of their activities.

The expansion of secure passenger identification to other modes of transport will also allow security agencies to track and monitor an individual's entire travel journey on different types of transport used.

Thus, a person who begins his journey by road to reach an airport, boarding an aircraft bound for another city, where he will continue his aboard a vessel to its final destination, for example, could be securely identified for the government.

In addition, what is intended with this solution is to enable a secure and accurate identification of individuals without the presentation of physical documents to prove identity. The use of this solution by other sectors would bring even more benefits to the population, businesses, governments and the economy as a whole.

The adoption of the identification method provided by the Secure Boarding Project, which, in this case, would no longer be restricted to air transport, can bring numerous advantages to the tourism, commerce and services, financial and access to public service sectors. As an example, biometric identification, based on consultation of government databases centralized nationally and carried out by an accredited body, would reduce fraud and simplify the process of identifying citizens at the national level.

5.6.4.

Step 4 -Post-Implementation Monitoring

During the implementation of the steps previously described, whether in the pilot, implementation, or integration phase (after every singly new operation or process), it is of paramount importance that the Ministry of Infrastructure, in partnership with Serpro, monitors the Secure Boarding operation to assess the gains e barriers arising from the implementation for all stakeholders involved, allowing for evaluation and improvements:

1. Software and hardware 2. Regulation

Disclosure and incentives for implantation in airports

Execute a post-implementation review will allow the government to evaluate the project effectiveness, possible operational issues and to develop corrective actions, if necessary.

PROPOSAL OF PARAMETERS

In order to enable post-implantation monitoring, as a result of the internship work, it was defined several indicators to be measured, either initially in the pilot phase or later in the implantation phase.

Obviously, as the project evolves, eventual improvements in the proposed indicators may be necessary.

In addition, this study project assessed part of the "Brazilian Passenger Perception Survey about the Covid-19 Pandemic" questionnaire, conducted by the Secretariat of Civil Aviation of the Ministry of Infrastructure during the second semester of 2020, to analyse the willingness of the Brazilian passengers to share personal data before travel and also to pass through a touchless process at the airport. The research suggests a qualitative assessment of the propensity of users to migrate to a process that involves biometrics and access to personal data.

Indicators

The definition of the indicators to be evaluated was focused on 2 main aspects: (i) measure processing times considering the use of technologies and compare with conventional boarding, and (ii) evaluate the responsiveness of the systems and technologies adopted. The following premisses were considered: Table 5.1 presents the first indicators proposal for the Secure Boarding, developed before the pilots started, describing the departure touchpoint where the new process will be applied, the objective and the entities responsible for the indicator admeasurement. These 2 indicators directly interfere with the passenger's total processing time, however, they may not take into account the passenger's difficulties in correctly positioning the boarding pass for reading or positioning himself correctly in front of the camera to collect biometrics. So direct on-site measurement is more effective.

These 2 indicators directly interfere with the passenger's total processing time, however, they may not take into account the passenger's difficulties in correctly positioning the boarding pass for reading or positioning himself correctly in front of the camera to collect biometrics. So direct on-site measurement is more effective.

In total, 41 questions about traveller conduct during the pandemic were evaluated to assess the passenger behaviour and perception profile towards the pandemic and their expectations regarding air transport were mapped.

In the case of research in Brazil, the questionnaire was applied in two moments, in October and in December 2020, using the quantitative descriptive method, carried out using the CATI telephone approach. CATI is the acronym for Computer-assisted telephone interview, a statistical research technique carried out over the telephone. The interviewer is guided during an interview following an algorithm made available by the computer. In addition to CATI, a Survey Monkey tool was also used to collect quantitative data through questionnaires sent by email to the target audience. The research used 35,000 contacts removed from the database from January 2019 to March 2020, referring to the "Passenger Satisfaction Survey". 5.7.2.1. Questions selected to assess passengers` propensity to migrate to touchless process and disclose access to personal data.

For the purpose of this project, it was selected part of the questionnaire that were aligned to the specific objective of this report, in order to analyse the willingness of the Brazilian passengers to share personal data before travel and also the propensity of users to migrate to a process that involves biometrics and digital interactions. In this context, the following three questions were chosen, focused on the results of the options stressed in bold (Q14.10, Q15.10, Q16.2, Q16.3 and Q16.4): The main problems observed during these first flights, based on the evaluation carried out jointly with SAC team, were:

▪ responsibilities should be assigned to only one of the stakeholders, that has the primary source of obtaining the data.

▪ stakeholders must be aware of their data obtaining responsibilities, to prepare their systems to extract data.

▪ some basic information about the flight is necessary to characterize and enable weighting and comparisons to benchmarks in the analysis of indicators.

▪ some indicators need manual measurement at the site, requesting previous planning in order to move researchers to location, date and time when pilots will be developed (regarding COVID restrictions, these indicators could not be admeasured in the first 12 flights).

▪ need to propose some new indicators to allow comparison between the manual and biometric processes.

Considering the problems and restrictions listed above, this study project proposed a new calibrated table of indicators, to be used by the Secure Boarding Project to assess the results of the pilots in the future and enable post-monitoring of the project. At the Subtitle of Table 5.4, the indicators modifications are described and explained. Item 18 and 19 -Included instead of "Processing time for all passengers on the flight" in order to allow the comparison of the total time between the first passenger boarding and last passenger operated with biometric technology and manually

These 2 indicators directly interfere with the passenger's total processing time, however, they may not take into account the passenger's difficulties in correctly positioning the boarding pass for reading or positioning himself correctly in front of the camera to collect biometrics. So direct on-site measurement is more effective.

These 2 indicators directly interfere with the passenger's total processing time, however, they may not take into account the passenger's difficulties in correctly positioning the boarding pass for reading or positioning himself correctly in front of the camera to collect biometrics. So direct on-site measurement is more effective.

Items 1 to 7 -Included -characterize and enable weighting and comparisons to benchmarks in the analysis of indicators Items 8, 9, 12, 13, 14 and 20 -Modified the stakeholder responsible to obtain the data assigning to only one of the stakeholders, that has the primary source.

Item 11 -Included instead of "Queue time at BCBP" -The main information at BCBP in order to compare biometric and manual BCBP process is the process time of ecah passenger, from the moment that presents the boarding pass to the airport staff until the passage authorization. This indicator should be admeasured manually on site by SAC researcher.

Item 15 -Included in order to allow the comparison with the biometric processing time, measured by the indicator number 14. Besides that, concerning the most frequent type of travel a 50/50 quota was respected, business and leisure. Among those interviewed in October 2020, who made leisure trips, on average, flew 3 times a year, while the average flight for business travellers was 4 trips a year. The interviewees of this sample, on average, made 3 international trips per year. For December 2020, those who made leisure trips, on average, flew 2 times a year, while the average flight for those who flew on business was 3 trips a year.

The interviewees of this sample, on average, made 2 international trips per year.

About the survey period, it is important to emphasize the distinct phases of the COVID-19 pandemic in October and December 2020, which may have impacted the perception of risk and the responses of the interviewers. In October, Brazil was in a period of decline in the number of people infected and deaths from coronavirus. In December, there was an upward trend in the pandemic curve in Brazil, showing the second wave of contamination.

Analysis of Passenger Perception -Impact of Touchless Process Throughout Airport

The answers for questions 14 and 15 enabled an assessment of the impact on passengers' risk perception considering the use of biometric touchless technologies.

Analysing the consolidated data, in October 2020, 52% of the interviewers considered that the implementation of touchless processing throughout the airport will make passengers feel very safe, the index that risen to 57% in December. Therefore, passengers increased their propensity to use touchless Comparing the data illustrated in Figure 5.5 and Table 5.5, it can be stated that in Brazil, although 52% to 57% of the passengers' touchless procedures at the airport is one of the main measures to be applied, only 12% of the interviewers considered contactless processes as one of the top three actions to travellers feel safer. Also analysing data from Brazilian survey, there was a change between the priorities` perception listed in October 2020, when the COVID-19 cases and deaths were under decline, which were: the mandatory wearing of masks in airports and planes by passengers, social distancing on aircraft and leaving

the middle seat open in economy class; and the priorities most mentioned in December 2020, when Brazil was under the second pandemic wave: COVID-19 immunity certification guaranteeing you exemption from quarantine in any country, seeing sanitization being performed throughout the airport and asking all passengers to complete a health declaration and social distancing on aircraft. Secondly, it is also possible to confront the top three airport and airline actions most mentioned by passengers assessing the results for the Question 15 of Brazilian passengers and that of passengers from other countries interviewed by IATA in September 2020 (Australia, Canada, Chile, France, Germany, India, Japan, Singapore, United Arab Emirates, the United Kingdom and the United States).

It should be noted that it is important to observe the situation of the epidemiological curve of deaths of COVID-19, at the time when the research was carried out in each country. Analysing September 2020 data obtained from Oxford University Our World in Data Project, Canada, Germany, Singapore, the United States and Chile were facing a stable period and appeared to have greater control over the impacts of the first wave of the pandemic, while the United Kingdom, Japan, the United Arab Emirates and Australia were facing a slight increase of the numbers. Therefore, none of the countries had reached the second wave of the pandemic.

According to Table 5.5, the top three measures mentioned to be applied at airports and aircraft that will enhance the safety perception of passengers where: the mandatory wearing of masks in airports and planes by passengers, screening of all passengers for coronavirus/COVID-19 at departure and social distancing on aircraft; very similar to Brazilians answers in October 2020, when Brazil was in a period of decline in the number of people infected and deaths from coronavirus.

It also can be concluded that Brazilians are more willing to use contactless technologies for safety purposes (fourth most cited in October 2020 and eighth most cited in December 2020 between 12 options) rather than international travellers, that in average considered this measure one of the least priorities. Although the research is focused on the use of thoughtless processes for safety sanitary purposes, it can be inferred that Brazilian passengers would be willing to adopt this type of technology not only for health reasons but also to obtain gains in terms of processing time and enhance the travel experience. Pandemic", was the willingness of the travellers to check-in online to minimize interactions and, in parallel, the propensity to share health personal data, to extrapolate the results to assess the passengers` tendency to adhere to biometric and digitalization methods of the airport flow in the future. First, it is possible to observe that in the two researched periods the Brazilian interviewers have a high propensity (over 60%) to check-in online and dispose of personal health data. Another passenger behaviour extracted from the assessment of data is that the worsening of the pandemic scenario in Brazil in December 2020 may have led to an increase, from an average of 60% to 85%, in the propensity to share data with airport, airlines and government agencies, that could allow previous and assertive sanitary analysis. This behaviour also can be observed with limit hand luggage to an item to avoid congestion when getting on and off the aircraft and clean your own area onboard the aircraft with baby wipes options. The same pattern was not followed concerning online check-in, which dropped from 83% to 65%.

Despite not being the focus of this study project, it`s possible to infer that the COVID-19 second wave in December made passengers less thought to board an aircraft, considering that 91% answered that none of the listed actions would take them to travel at that moment, and the downward trend to wear a mask, a simple measure that is already mandatory in all public places in Brazil.

Lastly, the assessment of the results allows deducting that the willingness of Brazilian passengers to disclose personal health data and check-in online in the actual pandemic scenario, shows a positive trend for future adherence to digital procedures, that will require travellers to share even more data.

The previous access of information will provide an important data source for treatment and execution of public policies by the Administration, also enabling travellers to obtain higher value-added services in return.

CHAPTER 6. CONCLUSION

TECHNICAL CONCUSION

The rapid air transportation growth in the last years demands from airport system a prompt response in terms of capacity enhancement. Among the possible solutions, efficiency and productivity gains in airport processes (ticketing, check-in and baggage dispatch and collection, Government inspections, security controls and boarding procedures) must always be prioritized.

The implementation of Biometric Boarding using Identity as a Service (IDaaS) enables airports to expand operational capacity without necessarily investing large resources in infrastructure, while conducts to a faster and seamless process, enhancing safety and security through the airport facilities. Aside from that, these emerging innovations and processes result in a shift in the value proposition of airports, focused on customer experience and satisfaction.

Significant steps towards a more digital airport process are being taken through IATA One ID initiative.

The global programme introduces an opportunity for the passenger to further streamline their journey with a document-free process based on identity management and biometric recognition. There are important results in terms of processing time, especially a reduction of 40% in Boarding processing time, in terms of direct impact.

One of the main initiatives conducted worldwide is being implemented by U.S. Customs and Border Protection (CBP), called the Traveller Verification (TVS). The trials enabled the benchmarking of important positive impacts of an average of 55% on boarding time reduction21 ; processing time of less than 1 second for each passenger; friction-free, fast and convenient boarding experience due to contactless process with document-free automated identity management; enhancement in security process achieving passenger matching accuracy of over 99.9 per cent; and for airlines an optimization of staff resources, that can be directed to higher value-added activities; all these gains without impacting other concurrent processes and also considering the General Data Protection Regulation policies.

extraction of the parameters.

The main improvement opportunities observed during these first flights were (i) responsibilities should be assigned to only one of the stakeholders, that has the primary source of obtaining the data; (ii) stakeholders must be aware of their data obtaining responsibilities, to prepare their systems to extract data; (iii) inclusion of some basic information about the flight necessary to characterize and enable weighting and comparisons to benchmarks in the analysis of indicators; (iv) manual measurement at the site is required for some indicators, requesting previous planning in order to move researchers to location, date and time when pilots will be developed (regarding COVID restrictions, these indicators could not be admeasured in the first 12 flights) and (v) need to propose some new indicators to allow comparison between the manual and biometric processes.

Therefore, as a result of the internship work, the indicators previously proposed were calibrated, finally obtaining 15 indicators and 7 general basic information to be measured, which will enable future quantitative analysis of the benefits that could be brought from the implementation of the Secure Boarding Project in Brazil and compare with the benchmarks obtained from previous similar trials around the world.

Moreover, using results of the "Passenger Perception Survey about the Covid-19 Pandemic" conducted in Brazil during the second semester of 2020, it was selected part of the questionnaire that were aligned to the specific objective of this report, to extrapolate data in order to analyse the willingness of the Brazilian passengers to share personal data before travel and also the propensity of users to migrate to a process that involves biometrics and digital interactions.

As a result, it can be concluded that Brazilians passengers' majority (more than 50%) considers that the implementation of touchless processing throughout the airport will make passengers feel very safe.

Besides that, passengers tend to increase their propensity to use touchless technologies when the COVID-19 scenario in Brazil worsened.

It also can be concluded that Brazilians are more willing to use contactless technologies for safety purposes (fourth-most cited in October 2020 and eighth most cited in December 2020 between 12 options) rather than international travellers, that in average considered this measure one of the least priorities. Although the research is focused on the use of thoughtless processes for sanitary safety purposes, it can be inferred that Brazilian passengers would be willing to adopt this type of technology not only for health reasons but also to obtain gains in terms of processing time and enhance the travel experience.

Proceeding the survey outcomes, it is possible to conclude that Brazilian interviewers have a high propensity (over 60%) to check-in online and disclose personal health data. Another passenger behaviour extracted from the assessment of data is that the worsening of the pandemic scenario in Brazil has led to an increase, from an average of 60% to 85%, in the propensity to share data with airport, airlines and government agencies, that could allow previous and assertive sanitary analysis.

Lastly, the analysis of the results "Passenger Perception Survey about the Covid-19 Pandemic" reinforces the applicability of innovative identity initiatives, such as the Secure Boarding project, to be adopted in Brazil. The results allow deducting that the propensity to disclose personal health data and check-in online in the actual pandemic scenario, shows a positive trend in Brazil for future adherence to digital procedures, as Biometric Boarding using Identity as a Service (IDaaS), which will require travellers to share even more data. The previous access of information will provide an important data source for treatment and execution of public policies by the Administration, also enabling travellers to obtain higher value-added services in return.

RECOMMENDATIONS

First, it should be emphasized that the intention, at the beginning of the internship, was to analyse the indicators outcomes that will be provided by the pilot projects. However, the impacts of the COVID-19 pandemic in Brazilian airport operations and in the Government capability to continue the project development was decisive for delays in the previously established plans.

Therefore, it is not intended to evaluate de indicators results, but exclusively propose parameters that will enable post-implantation monitoring and allow future quantitative analysis of the benefits that could be brought from the implementation of the Secure Boarding Project in Brazil.

In this context, it is possible to envision analysis to be conducted by future studies, for instance, assess the outcomes of the five pilots to be finished in 2021, comparing to the international benchmarks described in this study project, such as a reduction in turnaround times, boarding times, staff resources,
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2. 1 .

 1 INTRODUCTION TO THE INTERNSHIP COMPANY I have performed my internship at the Brazilian Ministry of Infrastructure (Minfra) located in Brasília, Brazil from 09 April 2020 to 09 February 2021. Due to the impact of the COVID-19 pandemic, the internship was interrupted between May and October 2019. 2.1.1. Ministry of Infrastructure of Brazil Overview The Ministry of Infrastructure of Brazil is the body of the Federal Direct Public Administration responsible for the formulation, coordination and supervision of national transit and transport policies road, rail, waterway, and airway. In general, the Ministry competences are established in art. 35 of Law 13,844, of June 2019 and in art. 1, Annex I, of Decree nº 10.368, of May 2020. The department has an import role in strategic national transportation, being responsible for, among other attributions: (i) the formulation of policies and guidelines aimed at development and promotion of the merchant navy, airport and port sectors and facilities at sea, river and lake ports; (ii) participation in strategic planning; (iii) from preparation and approval of grant plans, in accordance with specific legislation; and (iv) the definition priorities of investment programs related to the Government's transport sector Federal.

  Strategic Management and Information Technology Undersecretariat (SGETI/Minfra) ▪ Planning, Budget and Administration Undersecretariat (SPOA/Minfra) ▪ Compliance and Integrity Undersecretariat (SPI/Minfra) ▪ Sustainability Undersecretariat (SUST/Minfra).
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 2 Figure 2.1. Structure of Ministry of Infrastructure Note. Reprinted from official website of MINFRA.

  Paperless Port System -Porto Sem Papel -also known as the Port Data Concentrator, acts as a single port window tool. The person in charge of the vessel, the shipowner or the shipping agency makes available the mandatory and necessary information for the entry or release of the vessels in a single database. From it, it is possible to pre-analyse the data by the port authorities and mandatory inspection bodies.▪ National Traffic System Service Portal -is a digital platform for searching, in a simple and friendly way, for services offered by the National Traffic Department, related to the Ministry of Infrastructure, which through a single login, has all the information related to federal traffic services. The Portal offers access to information on driver's licenses, vehicles, infractions, and education. Thus, it is possible to consult the history of driver's qualifications, download the annual license of the vehicle, consult infractions and access information on traffic education. The Citizen can also perform validations, consult manufacturers and stampers of the new license plates, consult vehicle recall in addition to other vehicle queries, nationwide.▪ Nacional Passenger Advance Information System (SISBRAIP) -is a solution developed by SERPRO in the Software as a service (SaaS) model, which provides detailed information and management panels, to Organs consenting bodies and managers of the air transportation sector that operate in Brazilian airports, for through the advance delivery of data on passengers arriving and leaving the country on international flights, as recommended in articles 3 and 4 of resolution 255 of ANAC, in addition to passenger data on domestic flights, when available.As mentioned before, the Ministry of Infrastructure has cooperation with Serpro to develop, implement and analyse the results of the pilot projects of the Secure Boarding Project in several airports of Brazil. This study project is focused on monitor and observe of the first two pilot projects, at Florianopolis and Salvador Airports. 2.1.5. Internship tutor and internship duties I performed my end of study project under the supervision of Mr. Rodrigo CRUZ, Deputy Executive Secretary, and with the support of the Subsecretary of Strategic Management and Information Technology. Mr. Fernando COELHO. Moreover, Ms. Fabiana TODESCO and Mr. Paulo Henrique POSSAS, from the Department of Planning and Management of SAC/Minfra helped me greatly to succeed my project since he is the person in charge of the Secure Boarding Project. As an intern at the Ministry of Infrastructure, I had several duties, as follows:

3. 1 .

 1 AIRPORT AS AN OPERATIONAL SYSTEM 3.1.1. Airport Functions Airports are intermediate or final points on the aerial portion of aircraft travel. In simple functional terms, the airport facility must be designed to allow aircraft to land and take off. Between these two operations, the aircraft can, if necessary, load and unload the payload and the crew and receive services and maintenance(AHSHFORD et al., 2015). It is usual to divide the operations of and an airport into functions on the airside and functions on the landside, illustrated in Figure3.1.
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 3 Figure 3.1. Airport System. Source: AHSHFORD et al., 2015
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 3 Figure 3.2. Airport Functions. Source: AHSHFORD et al., 2015.
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 3 Figure 3.3 presents a simplification of the passenger and baggage flow system considering a standard passenger terminal at a domestic-international airport. Airside flows are discrete and landside flows are continuous (AHSHFORD et al., 2015).
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 33 Figure 3.3. Layout of the passenger and baggage system. (G = gate control and airline check-in, if necessary; P = passport control; C = Customs control; H = public health control, if necessary; T = connection check-in; S = security control). Source: AHSHFORD et al., 2011.
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 3 Figure 3.4. Passenger Travel Process -since purchasing the flight to Arrival. Source: FRANCO, 2011.
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 3 Figure 3.5. Passenger Travel Process -Arrival. Source: FRANCO, 2011.

  The scanner utilizes two technologies to capture naked images of air travellers: backscatter x-ray technology and terahertz radiation scanner.Air transport security control is constantly evolving due to increasing threats experienced in recent years. Airport security has undergone significant changes since the terrorist attacks of September 11, 2001. Airline travel security has invoked the increased use of technology and better training of security personnel as a means of improving travel security. The main security measure taken by airports was the ban on carrying liquids in volumes greater than 100 ml by the passenger. Passenger explosives detection systems were addressed (and not only metal detection) and airlines installed armoured doors in the cockpit. IATA recommended Passenger Risk Assessment and a deeper screening of passengers with a high-risk level. The research of passenger explosives detection systems grew. In general, there is a security system in operation throughout the passenger facilitation process, which includes ticketing, passenger check-in, baggage clearance and boarding[START_REF] Franco | Airport Terminals Layout and Procedures Adaptations in view of Passenger and Baggage Flow Fluidity[END_REF].
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 37 Figure 3.7. Five elements of TRIP Strategy. Source: ICAO Trip Guide, 2017.
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 3 Figure 3.8. Document Readers -Example of a VIZ and MRZ from an MRTD. Source: ICAO Doc 9303.

  collected and transmitted to border control agencies at check-in prior to flight departure, providing additional time to complete a more detailed traveller identification and risk assessment and enabling passengers pre-clearance. A standard electronic message called the UN Electronic Data Interchange for Administration, Commerce and Transport (EDIFACT), Passenger List Message (PAXLST) or the UN/ EDIFACT PAXLST message, was developed specifically to handle such passenger manifest transmissions.H. Passenger Name Record (PNR)Passenger Name Record (PNR) refers to data about travellers from airline interoperable reservation systems collected at each flight booked by a passenger and is used by the airline for its own operational purposes. The PNR is useful for analysis, prior to travel commencing, extensive contextual information to supplement the biographic and biometric data available from MRTDs and other sources.

  otherwise remain unknown to them thus helping States secure their own borders and meet their international obligations to combat terrorism and other transnational crime. The different types of notices include: (i) Red Notices: a request to locate and provisionally arrest an individual pending extradition; (ii) Blue Notices: a request to collect additional information about a person's identity, location or activities concerning to a crime; (iii) Green Notices: issued to provide warnings and/ or intelligence about persons who have committed criminal offences and might repeat these crimes in other countries; (iv) Yellow Notices: A request to help locate missing persons, often minors, or to help identify persons who are unable to identify themselves; and (v) Orange Notices: issued to warn of an event, a person, an object or a process that represents a serious and imminent threat to public safety.Air Passenger Control: the Brazilian World Cup and Olympic Games Case During Brazil`s preparation to host the 2014 World Cup and the 2016 Olympic Games, the Government started to put in place initiatives that could improve the effectiveness of border control to process athletes and millions of tourists. Since 2008, the demand for domestic and international passengers grown up an average of 6% per annum (Figure3.9) and, at that time, was already challenging the Government agencies services whose traditional targeting techniques were deemed inadequate to properly manage the security risk posed by travellers.The National Committee of Airport Authorities (Conaero), chaired by the Ministry of Infrastructure Executive Secretary, was responsible for ensuring the cooperation within and between the various airport environment stakeholders, such as airline companies, airport operators, Customs, and immigration services as well as other Government agencies and policy regulators, to enter into a constructive dialogue, in order to implement new technologies.
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 3 Figure 3.9. Evolution of Passenger Movement in Brazil (2008-2016). Source: National Aviation Plan (PAN), 2018.

Figure 3 .

 3 Figure 3.10. Evolution of drug seizure cases and total weight. Source: MORAES, 2018.

  Automated and Mobile Passport Control: the U.S. Customs and Border Protection Programs Many countries are adopting border control technologies to facilitate the flow of passengers travelling internationally. As an example, the U.S. Customs and Border Protection (CBP) implemented Automated

Figure 3 .

 3 Figure 3.11. Biometric self-boarding gates at Orlando Airport. Source: IAG et al., 2018.
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 3 Figure 3.13. The turnaround processes of a Boing 737-800, Boing 737-900 and Airbus 320-200.

  The ICAO Council defined Standards and Recommended Practices on Facilitation on 25 March 1949, under the provisions of Article 37 of the Convention on International Civil Aviation(Chicago, 1944), and designated as Annex 9 to the Convention with the title "Standards and Recommended Practices -Facilitation". According to ICAO, the document "embodies the SARPs and guidance material pertaining specifically to the facilitation of landside formalities for clearance of aircraft and passengers, goods and mail, concerning the requirements of customs, immigration, public health and agriculture authorities.

  minimize industry costs (up to US$ 2.1 billion in annual savings), improve the quality of airport infrastructure, and create consistent standards and recommended practices. The program stimulates the implementation of self-service areas at Check-in; Ready-To-Go Baggage; Document Check; Flight Re-booking, Self-boarding and Bag Recovery.7 IATA. Fast Travel Program. Available at: https://www.iata.org/en/programs/passenger/fast-travel/ As the project was considered mature and self-progressing, the activities of the Fast Travel Working Group were discontinued in 2019. The activities are now based on the One ID Passenger Process, aligning the existing 14 steps of the Passenger Process with the 10 steps outlined in the One ID Design paper for the End-to-End Passenger Process.

Figure

  Figure below presents the expectations of improvements in terms of processing time when deployingthe One ID project. Important to stress the perspective of a 40% reduction in Boarding processing time, in terms of direct impact.

3. 5

 5 .3. Traveler Verification Service (TVS) developed by U.S. Customs and Border Protection (CBP) A significant innovation in the identity management space is an Identity as a Service (IDaaS) solution developed by U.S. Customs and Border Protection (CBP), called the Traveller Verification (TVS).

  this context, the last IATA Global Passenger Survey brings perspectives about the evolution and the future end-to-end air travel experience. The survey, published in 2019, was based on 10,877 responses of passengers from 166 different countries and provides a worldwide perspective of passenger demands and expectations. The survey reinforces the need to invest in modern technologies to enable innovation, facilitate frictionless travel experience, improve disruption management, streamline baggage handling process, and address the needs of passengers with disabilities, which are among the passenger demands that have emerged from the survey. Besides that, more self-service options, proactive communications from airlines and less time spent queuing at the airport are expected. The general satisfaction of the passenger reached 75% in 2019, and in Latin America reached 73%, and this could be analysed in detail in the Figure below that presents the satisfaction level at different touchpoints.

Figure 3 .

 3 Figure 3.15. Passenger Satisfaction. Source: IATA Global Passenger Survey, 2019.

  traffic and global capacity constraints will drive airport IT spending to $4.63 billion by 2023. Airports are developing their digital transformation roadmap in line with strategic planning activities to address key performance indicators across all areas of the airport operation.The forthcoming digital transformation process in the airport environment includes a wide range of new technologies(Frost & Sullivan, 2017):

  regional war has impacted passenger traffic in the world as negatively as the pandemic of COVID-19, according to ICAO Effects of Novel Coronavirus (COVID-19) on Civil Aviation: Economic Impact Analysis Report (2021). In figure below it is possible to observe the historic data of passenger air traffic in the world and in Brazil and the impact of the COVID-19 pandemic in comparison with the other events.
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 3 Figure 3.16. Passenger air traffic in the world and in Brazil and the impact of the COVID-19 pandemic. Source: Ministry of Infrastructure and ICAO (2021).

Figure

  Figure below is presented a simplification of the proposed flow:

Figure 5

 5 Figure 5.1. Simplified Flow Secure Boarding Project.

  Since the key objective of my internship was to assist the Brazilian Ministry of Infrastructure to structure the Secure Boarding Project, conducting the deployment of pilots in Brazilian airports, in order to define indicators that could measure the future benefits, as a first step in the internship, it was developed the Project Implementation Roadmap jointly with the Civil Aviation Secretariat and with the support of the Strategic Management and Information Technology Undersecretariat (SGETI) of the Brazilian Ministry of Infrastructure. This paragraph describes the set of operational and technical guidelines and it covers the explanation of Project Implementation Roadmap phases which should fit in the Brazilian civil aviation environment.

Figure 5

 5 Figure 5.3. Secure Boarding Project -Pilot Project Flow.

Figure 5

 5 Figure 5.4. Secure Boarding Project -Pilot Project at FLN Airport.

Figure 5

 5 Figure 5.5. Secure Boarding Project -Pilot Project at SSA Airport.

A.

  Boarding processing time (operational efficiency brought to the system): evaluation of the advantages in implementing the project for airlines, airports and passengers, identifying a reduction in processing times, based on the comparison with the conventional boarding time, already monitored by the Operational Performance Survey conducted by SAC.B. Reduction of operating costs:To evaluate the advantages of implementing the project for airports and airlines, considering the reduction in boarding time, the number of employees allocated for airport processes, the aircraft turnaround time, etc.C. System response time: Determination of the response time between the capture of the passenger biometrics and the return of the search in the Government database, considering the size and number of bases to be consulted (initially only CNH). D. Percentage of passengers participating in the pilot process steps: Assess the adhesion of passengers to the project based on the number of people who made themselves available to register for testing and participate in the pilot versus the total number of eligible passengers who were approached.

  technologies between October and December, which could be explained by the worsening of the COVID-19 scenario in Brazil. The same behaviour can be observed for the other measures, except for leaving the middle seat open in economy class, as presented in Figure5.5.

Figure 5

 5 Figure 5.5. Passenger Perception Survey about the Covid-19 Pandemic -Percentage of passengers that will fell very safe. [Question 14. In this pandemic moment, how much would each of the following make you feel safer on an airplane travel?]

5. 8

 8 .2.2. Analysis of Passenger Willingness to Check in Online and Disclose Personal Data Another possible analysis, from question 16 of the "Passenger Perception Survey about the Covid-19

Figure 5

 5 Figure 5.6. Passenger Perception Survey about the Covid-19 Pandemic -Percentage of passengers that will be willing to do on next air travel. [Question 16. In this pandemic moment, which of the items below would you be willing to do on your next plane travel?]
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  The Ministry's responsibilities are shared with related entities, some of which are executors: National Department of Transport Infrastructure (Dnit), Brazilian Airport Infrastructure Company (Infraero); Planning and Research Company (EPL) and Engineering, Construction and Railways S.A. (Valec). The inspection and regulation of the transport sector is the responsibility of the regulatory agencies:

	National Land Transport Agency (Antt); National Waterway Transport Agency (Antaq) and National Civil
	Aviation Agency (Anac).
	The Ministry, headed by a Minister, is divided into five main Secretariats: Executive Secretariat
	(SE/Minfra), National Civil Aviation Secretariat (SAC/Minfra); National Secretariat for Ports and Water
	Transport (SNPTA/Minfra); National Secretariat for Land Transport (SNTT/Minfra) and Secretariat for

Promotion, Planning and Partnerships (SFPP/Minfra). Figure

2

.1. shows the structure of the Ministry of Infrastructure.
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 3 1. Results before and after IRIS system was implemented at GRU Airport. Source: MORAES, 2018.
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 3 2. IATA LoS categories. Source: IATA ADRM 10th Edition, 3rd release, 2015.
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.3. ICAO LoS framework. Source: IATA ADRM 10th Edition, 3rd release, 2015.
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		.1. List of milestones	
	Milestone	Deliverable	Deadline
	M0	Kick-off meeting	09 April
	M1	Secure Boarding Project Plan	30 April
	M2	System Solution (SISBRAIP) Deployment	01 October
	M3	1st Pilot (FLN Airport): Start of Assisted Operation	08 October
		Regulation on passenger data sharing (ANAC)	
	M4	/ ANAC Studies -Domestic API / PNR	16 November
		Legislation	
	M5	2nd Pilot (SSA Airport): Start of Assisted Operation	14 December
	M6	Proposal of indicators to assess the pilot results and post-monitoring	23 December
	M7	Pax Survey COVID Result Assessment	30 January
	M8	Report -evaluation of results	27 February
	M9	Study project conclusion	12 March
	M10	Presentation for an oral defense	March
	M11	Follow-up of the project with MINFRA	

Table 4 .

 4 2 shows the project's Gantt Chart, which includes the scheduled day to perform planned task versus actual task completion day.
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	.2. Gantt Chart
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 5 1. First Indicators Proposal -Secure Boarding Project.

	Indicator	Departure Touchpoint	Objective	Responsible	Comments
	BCBP (Bar Code Boarding Process)				
	Number of passengers processed with facial biometrics at BCBP	BCBP	Count of passengers successfully processed using the biometrics system	Biometric equipment supplier/SERPRO	
	Number of failures in the biometric process at BCBP	BCBP	Count the number of passengers who were not successful using the biometric process and had to go through the common process.	Biometric equipment supplier/SERPRO	
	Total passenger biometric processing time of each passenger at BCBP	BCBP	Measure the time from the moment each passenger presents the boarding pass to the biometric reading equipment until the passage authorization	Biometric equipment supplier	
	Passenger data collection time (System response from the company providing the technological solution -equipment)	Equipment Logs (BCBP)	Measure the time required to read the boarding pass, capture the passenger image and send a query to SERPRO and the Airport (boarding pass ticketing)	Biometric equipment supplier	
	Response time to the passenger (System response from the company providing the technological solution -equipment)	Equipment Logs (BCBP)	Measure the time between theresponse receipt from SERPRO and the airport and the authorization / denial of passage.	Biometric equipment supplier	
	Queue time at BCBP	BCBP	Measure the waiting time of the passenger until it is his turn to pass the biometric BCBP	SAC	
	Boarding Gate				
	Number of passengers processed with facial biometrics at the boarding gate	Boarding Gate	Count of passengers successfully processed using the biometrics system	Biometric equipment supplier/SERPRO	
	Number of failures in the biometric process at the boarding gate	Boarding Gate	Count the number of passengers who were not successful using the biometric process and had to go through the common process.	Biometric equipment supplier	
	Total passenger Biometric processing time at the boarding gate	Boarding Gate	Measure the time from the moment each passenger presents the boarding pass to the biometric reading equipment until the passage authorization	Biometric equipment supplier	
	Passenger data collection time (System response from the company providing the technological solution -equipment)	Equipment Logs	Measure the time required to read the boarding pass, capture the passenger image and send a query to SERPRO and the Airport (boarding pass ticketing)	Biometric equipment supplier	
	Response time to the passenger (System response from the company providing the technological solution -equipment)	Equipment Logs	Measure the time between theresponse receipt from SERPRO and the airport and the authorization / denial of passage.	Biometric equipment supplier	
	Total passenger manual processing time of each passenger	Boarding Gate	Measure the time from the moment each passenger presents the boarding pass to the airline staff until the passage authorization	SAC	
	Queue time for biometric boarding	Boarding Gate	Measure the waiting time of the last passenger in the biometric boarding queue, disregarding those passengers boarded after the extinction of the initial queue	SAC	
	Queue time for conventional boarding	Boarding Gate	Measure the waiting time of the last passenger in the conventional boarding queue, disregarding those passengers boarded after the extinction of the initial queue	SAC	
	Processing time for all passengers on the flight	Boarding Gate	Measure the total time between the boarding opening and closing	Airline	
	General				
	Causes of failures in biometric identification	BCBP/Boarding Gate	Identify the reason for unsuccessful biometric identifications	Biometric equipment supplier/SERPRO	
			Measure the system response time (measured from the moment a biometric		
	SERPRO system response time	System Logs	validation request arrives until a response is sent to the requesting equipment).	SERPRO	
			Measure system efficiency		
	Biometric boarding correctly registered with DCS	DCS	Count of biometrically loaded passengers registered correctly in the DCS	Airline	

Table 5 .

 5 2. Passenger Perception Survey about the Covid-19 Pandemic -Questions Selected

	In this pandemic moment, how much would each of the following make you feel safer on an airplane travel?	Unsafe	Not at all safe Not very safe A little safe	Very safe
	Q14			
	Q14.1 -Temperature testing of all passengers at departure			
	Q14.2 -Screening of all passengers for coronavirus/COVID-19 at departure			
	Q14.3 -Social distancing on aircraft			
	Q14.4 -A coronavirus/COVID-19 immunity certification guaranteeing you			
	exemption from quarantine in any country			
	Q14.5 -Receiving a personal sanitization kit to clean your seat area			
	Q14.6 -Mandatory wearing of masks in airports and planes by passengers			
	Q14.7 -Seeing sanitization being performed throughout the airport			
	Q14.8 -Seeing sanitization being performed throughout the airplane			
	Q14.9 -Asking all passengers to complete a health declaration			
	Q14.10 -Touchless processing throughout the airport			
	Q14.11 -Mandatory wearing of masks in airports and planes by the crew			
	Q14.12 -Leaving the middle seat open in economy class			
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 5 3. Secure Boarding Flights -FLN and SSA Airports
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 5 4. Final Indicators Proposal -Secure Boarding Project.

	Flight 1	Flight 2	Flight 3	Flight 4	Flight 5	Flight 6	Flight 7	Flight 8	Flight 9	Flight 10	Flight 11	Flight 12
	LATAM	LATAM	LATAM	LATAM	GOL	GOL	GOL	GOL	GOL	GOL	GOL	GOL
	FLN	FLN	FLN	FLN	FLN	FLN	SSA	SSA	SSA	SSA	SSA	SSA
	3157	3157	3283	3805	1333	1333	1709	1717	1717	1903	2205	2205

Items 15 to 17 -Modified the means of obtaining, that should be admeasured manually on site by SAC researcher.

  5.8.2. Brazilian Passenger Perception Survey about the Covid-19 Pandemic -Selected Questions AssessmentFirst, it is important to analyse de prolife of the Brazilian passengers that answered the survey, in the two moments, October and December 2020.

	Regarding gender, 49% and 48% of respondents were male and 51% and 52% female, respectively in
	October and December. Besides that, the majority of approximately 30% of respondents were in the 35
	to 44 age group, with the least represented range being over 65 (5%) in October. In December, most of
	the participants (37%) were younger, in the 25 to 34 age group, maintaining the less representativeness
	of the range over 65 (2%).

Table 5 .

 5 5. Passenger Perception Survey about the Covid-19 Pandemic -Top three airport and airline actions that will make passengers feel safer. [Question 15. Which of the following concerns you the most (Select up to 3)?]

IATA Level of Service (LoS) Best Practice. Available at: https://www.iata.org/contentassets/d1d4d535bf1c4ba 695f43e9beff8294f/airport-development-level-service-best-practice.pdf.

IATA Level of Service (LoS) Best Practice. Available at: https://www.iata.org/contentassets/d1d4d535bf1c4ba 695f43e9beff8294f/airport-development-level-service-best-practice.pdf.

Turnaround time (TAT) is the time the aircraft is parked at the gate or stand in order to perform different activities and board new passengers. During this time, several operations like refuelling, cleaning and passenger boarding are performed.

The automated gates enable staff resources to be optimized•Instead of recognizing all passengers boarding the plane, staff at the departure gate spend more time on delivering customer service or servicing greater passenger needs.

The trial process does not impact other concurrent processes•The application of the TVS system is limited in the self-boarding trial explained above. Other processes such as biographic APIS data collection and checking, and other passport and security checks, are unaffected.

The trial process is compliant with GDPR.•The General Data Protection Regulation that came into force in May 2018 affects the management and transfer of personal data from and within the EU. The trials were consistent with the provisions of the General Data Protection Legislation.

ANAC -RBAC nº 108 -Amendment nº 02 -Civil Aviation Security against Acts of Unlawful Interference -Air Operator -Subpart B Security Measures Relating to Passengers and Hand Baggage -108.25 Passenger and airline clearance procedures hand luggage, item (d).

Adults Brazilian (over 18 years old) on domestic flights.

IATA COVID-19 passenger survey (2020b). Available at: <https://www.iata.org/en/publications/store/covidpassenger-survey/>.
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A380s (over 450 pax) were regularly boarded in less than 25 minutes in the trial, compared to the existing manual method average of 45 minutes.

Anac National Civil Aviation Agency Antaq National Waterway Transport Agency Antt National Land Transport Agency Anvisa National Health Surveillance Agency

Considering the focus of the internship, it is important to stress the results of TVS on boarding processes presented at IAD white paper (2018), focusing on the trials being undertaken, with the operation of a trusted government provided IDaaS 9 . On these trials, airlines replaced the existing airline operated manual/visual checks of passports and boarding passes carried out prior to passengers boarding the aircraft, with a government-operated passenger biometric identity verification though automated gates (or other systems) and the utilization of CBP-operated TVS system, with the transfer of the responsibility to identify the passengers from airline to the government.

The trials conducted so far have provided positive results (IAG, 2018):

9 Identity as a Service IDaaS solutions can be provided by organizations operating in either public or private sector; in the case of TVS the service is provided by CBP, a U.S. Government Agency. The TVS system is relied upon by the airline for verifying the identity of passengers prior to boarding.

1 Use of the TVS system enables the aircraft to be boarded more quickly

•The average response time of the TVS device from the image of a passenger to a gate decision is under one second. As a result, A380s (over 450 pax) were regularly boarded in less than 25 minutes in the trial, compared to the existing manual method average of 45 minutes.

2 The passenger's boarding experience is more convenient

•At the boarding gate, there is no need for a passenger to present their passport or boarding pass. It also protects the personal data of the passenger better because the identity search has been automated.

3

The TVS system matches are more accurate than the current checks

•A passenger matching accuracy of over 99.9 percent was demonstrated by the TVS system. This contrasts quite favorably with the findings of studies performed by a variety of organizations on human-operated passport checks.

CHAPTER 4. PROJECT PLAN

This chapter aims at presenting the project plan of this study, regarding the objective described in item 1.3. Since the key objective of my internship was to assist the Brazilian Ministry of Infrastructure to structure the Secure Boarding Project, conducting the deployment of pilots in Brazilian airports of a Biometric Boarding using Identity as a Service (IDaaS) project, as well as to define indicators and assess the results of a perception research.

Therefore, the main goals of this internship were: (i) design the project planning, defining the main phases and steps for the Secure Boarding Project implementation, (ii) define parameters to measure the benefits, either through objective indicators, and (iii) assess the results of selected questions of the "Passenger Perception Survey about COVID-19 Pandemic", carried out by the Ministry of Infrastructure.

PROJECT DELIVERABLES

During this project, the main deliverables were defined, as:

▪

Proposal of parameters to assess the project benefits and post-monitoring.

▪

Preliminary result assessment

▪

Internship study report

▪

PowerPoint presentation

Employment costs would be one of them, in addition to reducing aircraft ground time, since boarding would be more efficient, an increase in the number of aircraft serviced at the airport and also an eventual increase in revenue by directing promotions or services exclusive to a specific passenger, for example.

Moreover, if airports and airlines have access to passenger's information, they will be able to offer different travel experiences, exclusive benefits tailored to the passenger profile, as well as personalized communication.

For companies that provide technological solutions for biometric recognition, the implementation of the project will foster the national market, opening new business opportunities and enabling the sector's competition to make it possible to reduce the costs involved in the acquisition of equipment, as well as its maintenance.

The benefits to passengers will be more noticeable because a significant reduction in waiting times for boarding the aircraft is expected, in addition to the possibility, through consent in sharing their personal data, to have access to a personalized travel experience, from the profile of each one of them.

Another relevant point in adopting this initiative, in the context of a pandemic to which we are currently subjected, is to allow a journey totally free of human contact or interaction, from check-in, through baggage dispatch and boarding the aircraft, reducing the possibility of contagion by coronavirus and other agents harmful to health.

The current facial recognition technology also makes it possible to identify passengers even with the use of masks and may even restrict access for people who are not wearing them.

Besides, the tracking of potentially infected passengers will be made easier for the country's health authorities from sharing the passenger's personal information along with their biometrics.

PROPOSED FLOW

The adoption of biometric passenger identification will impact the way airport processes are currently conducted, especially at the control points to which passengers are subjected: check-in, access to the departure lounge and boarding the aircraft.

B. For the pilot step, only passengers who go to the check-in counter can be invited to participate in the project because the test boarding will be carried out with passengers on a specific flight.

Those who have checked in by other means and do not check luggage, going directly to the departure lounge, cannot be located at the airport, making their approach unfeasible.

2. Once the passenger has consented to his/her participation, the facilitator performs the registration of the passengers' biometrics, using the application developed by Serpro to scan the QR code / Barcode of the boarding pass, inputs the passenger's CPF and captures his/her frontal image (selfie). This information is then forwarded for processing by Serpro.

A. At this stage of the project, we believe that the existence of a facilitator is essential to conduct the process of linking biometrics to the boarding pass. However, the incorporation of this functionality by the airlines themselves will still be tested during the pilot phase, enabling applications developed by the airlines to capture and send the necessary data to Serpro during the check-in process.

B. If the passenger agrees to participate, he/she must sign a consent form authorizing the use of their data for this purpose.

3. Upon receiving the data entered in the biometric registration step (2), Serpro uses the CPF as a key to locate the biometric record associated with the passenger's CNH in the Denatran database. If it finds a correspondence between this record and the photo captured by the biometric registration application, Serpro validates the passenger's identity, linking it to the boarding pass. At this stage, based on the biographical data recorded on the individual's CPF, it also matches the name and surname (s) associated with the ticket. The information about the successful check-in and the positive identification of the passenger is recorded in the secure boarding system. It is worth mentioning that, in this pilot phase, a possible negative response to the passenger's biometric validation does not affect the passenger's check-in process in any way, but only means that he is not eligible to perform the passenger's journey using biometrics.

Access to Departure Lounge 4. To gain access to the departure lounge, the passenger whose biometrics were registered and validated by Serpro presents himself in front of the biometric capture and verification equipment, presents his boarding pass and positions himself to have his front photo captured. The boarding passcode and the passenger photo are then sent to Serpro.

5. With the boarding passcode, Serpro locates the photo of the passenger linked to it in the biometrics registration step (2) and already been identified in consultation with the Denatran´s database (3) and, if validated, grants the access to the departure lounge.

A. Initially, to make the pilot project feasible and to start the boarding tests, it's necessary to perform the reading of the boarding pass together with the capture of the passenger image in order to reduce the time necessary to locate the traveller's biometric record. It is expected that, even during the pilot, the system will evolve to allow passenger's access to the boarding lounge based only in biometrics, dispensing the presentation of the boarding pass B. To allow access to the departure lounge, the photo used to validate the passengers' identity is the one captured at the biometrics registration stage, right after check-in (2). The comparison is made with the most recent photo, and not with the one in the Denatran database, as this initial verification and validation have already been done (3).

6. The information that the passenger has accessed the departure lounge is then shared with the airport and recorded in the secure boarding system.

Boarding the Aircraft 7. To board the aircraft, just as for accessing the departure lounge, the passenger must present himself in front of the capture and biometric verification equipment, place his boarding pass for reading and position himself to have a photo taken. The boarding passcode and the passenger photo are sent to Serpro.

8. With the boarding passcode, Serpro locates the photo of the passenger captured and verified after the check-in process (2 and 3), compares it with the one being obtained at that moment and, if validated, releases the boarding pass.

A. As already explained in step 5, during the pilot phase, it's expected that the system will evolve in such a way that passengers are to be allowed to board the aircraft only with biometric readings, dispensing the presentation of the boarding pass or any other identification document, mandatory today.

B. Again, the comparison between the biometrics captured by the equipment at the time of boarding is made with the most recent photo, used to release access to the boarding room (4),

and not with the one in the Denatran database.

Another desirable advance in this stage will be the expansion of data sharing between the government, airlines and airports. Anac is in an advanced stage of studies to regulate the availability of advance passenger information and the passenger identification record (API and PNR, respectively), already in force for international flights 19 , also for flights domestic.

If implemented, according to the draft made available for public consultation, this regulation will determine that API information must be transmitted before the aircraft takes off by means of a secure electronic message under a standard established between the Federal Police and the companies that operate a public air transport. PNR data, in turn, must be transmitted 72 (seventy-two) hours in advance of the scheduled flight departure time, with updates, preferably incremental.

Early access to information about passengers on each flight, associated with the biometric consultation of these passengers in government databases, will allow better use of this information, enabling greater assertiveness in preventing and suppressing acts of unlawful interference and in epidemiological control, together with the authorities.

Between the process of acquiring travel tickets and boarding the aircraft, the sooner the passenger is identified, the sooner it will be possible to carry out a risk assessment to direct the activities of the Federal Police in the exercise of its airport security-related powers.

So, access to domestic and international API and PNR data can greatly contribute to the purposes for which the Secure Boarding Project is intended.

Step 3 -Integration

Being implemented nationwide, it is expected that the secure passenger identification solution will evolve, attracting the interest of other levels of government, transport modes and sectors of the economy. Thus, the next stage of implementation includes:

A. Integration with other biometric databases. In order to carry out the "Passenger Perception Survey on the Covid-19 Pandemic" in Brazil and allow an international comparison, SAC sought to adopt the IATA (2020b) 20 methodology, applied in its research entitled "COVID-19 Passenger Survey", with prior authorization.

The IATA survey was initiated in February 2020, as a response to the emerging risk related to COVID-19.

The study was applied every 2 months to understand changes in passenger behaviour and reveal trends;

information that contributes to the definition of guidelines for the recovery of the air transport industry.

In each period, 4,700 passengers from eleven countries (Australia, Canada, Chile, France, Germany, India, Japan, Singapore, the United Arab Emirates, the United Kingdom and the USA) were selected at random to participate in the survey.

RESULT ASSESSMENT

Indicator Assessment

It should be emphasized that at first, the intention was to analyse the indicators outcomes that will be provided by the pilot projects. However, as described in item 5.6.2, the impacts of the COVID-19 pandemic in Brazilian airport operations and in the Government capability to continue the project development were decisive for delays in the previously established plans.

Until the closing of this report, the pilot projects were applied only in twelve flights at FLN and SSA Airports, comprising 138 passengers, 94 pax in FLN-94 pax and 44 pax in SSA-44 (Table 5.3).

Unfortunately, the stakeholders responsible for the admeasurement and compilation of the indicators were not able to finalize the extraction of the parameters. Therefore, it is not intended to evaluate de indicators results, but the main objective is to propose and calibrate the parameters that will enable post-implantation monitoring and allow future quantitative analysis of the benefits that could be brought from the implementation of the Secure Boarding Project in Brazil. the boarding process, the object of this study project, the survey revealed that 60% of the passengers expect a more efficient queuing process at the boarding gate in addition to comfort at boarding terminal areas. The overall satisfaction of this airport procedure reached 72% for all passengers. Furthermore, 68% also said they would like their travel documents to be validated pre-travel.

Furthermore, the current COVID-19 pandemic is acting as a catalyst and accelerator for the implementation of a "contactless" passenger framework, due to the benefits in terms of pandemic control and the contribution by transporting the global air force more resistant in the long term to situations like the one we live today. It should also be considered an eventual "health passport" system, that would allow the establishment of public health corridors.

In this context, the Brazilian Ministry of Infrastructure started 2020 the implementation of Biometric Boarding using Identity as a Service (IDaaS), through the Secure Boarding Project, aiming at biometric verification of the passenger's identity and the use of facial recognition to allow access to the airport departure halls and boarding the aircraft without the need to present any documents.

This study project aimed to support the SAC team to put in place the planning and management papers for the Secure Boarding Project, contemplating the description of the project, a proposal of passenger` embark flow and expected benefits, presenting as outputs a roadmap implementation with milestones for the four project steps: (i) Pilot Project phase (2020-2021), (ii) implementation phase (2022-2025), (iii) Integration phase (2022-2024) and (iv) Post-Implementation Analysis.

Besides that, to enable post-implantation monitoring it was defined a range of indicators to be measured. The definition of the indicators to be evaluated was focused on 2 main aspects: (i) measure processing times considering the use of technologies and compare with conventional boarding, and (ii) evaluate the responsiveness of the systems and technologies adopted.

Until the closing of this report, the pilot projects were applied only in twelve flights in the first two pilots deployed at FLN and SSA Airports, comprising 138 passengers. Unfortunately, the stakeholders responsible for the admeasurement and compilation of the indicators were not able to finalize the time processing and enhance passenger experience; and include in the Brazilian "Passenger Satisfaction Survey", conducted by SAC every year, questions that will allow a subjective assessment of the impact of the Secure Boarding Project for all the stakeholders (passengers, airlines and airports).

Regarding security process enhancements, it could be carried out specific data analysis to be conducted by the implicated Government entities, comparing the increase in inspection assertiveness rates, before and after the implementation of the project, through artificial intelligence risk assessment, considering the access to information and transparency brought by the Secure Boarding Project.

Finally, in terms of public policy and regulation, it is possible to define a certification or a seal for airports and airlines that adhere to digital procedures, as Biometric Boarding using Identity as a Service (IDaaS),

fostering the migration to these new processes and new technology which provide facilitation, focused on enabling a faster, seamless flow of passengers, baggage, and cargo while enhancing safety and security through the airport facilities, and improving airlines' customer experience and satisfaction.