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The thesis tackles a research question of how Business Intelligence is affecting organization developing its strategy precisely in cybersecurity. This
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INTRODUCTION

Business is moving forward very quickly, and competition is increasing day by day. In order to take the right position in the market, effective decisions must be taken. The fact that the companies have access to huge amount of information that they can leverage to take advantage from, but only few of them take this advantage and use it. This load of unusable data need something that transform it to understandable forms. The combination from the technology we have, and the business expertise leads to actionable decisions, by the power of process called Business Intelligence.

Human minds normally are the interpreter of all types of data pictures, texts, and numbers.

But it is more difficult to interpret texts and number as a whole and on large basis, whereas if these data are projected on diagrams and charts it will be way easier to visualize it.

The world is going digitalized, the more technology is developed the more digital transformation we are facing. The fact that all our data which is a critical asset is getting digitized, it is crucial to keep it secure and safe, avoiding thefts and losses. This needs the development of cybersecurity in the organization and putting efforts to invest in it. This will keep customer trust, reduce the risk of being vulnerable, protect employees who work remotely and protect the data.

There has been a boom of digitalization. Every operation in each organization is getting digitalized. From payroll systems to leave management systems, from proper IT operations to even ideas and incubation everything is getting digitized. As the IT tools are getting employed more and more and they are being used globally via clouds within organization the vulnerabilities are increased significantly.

Schneider Electric has been leader in the digital world since years and has many businesses unit which are distributed domains. The Governance unit including cybersecurity governance team are responsible for ensuring governance, performance, and security, which all need a clear vision and are based on data. The integration of business intelligence throughout this department is obvious and needed.

With Cybersecurity Governance team, I was in the position of analyzing the risk of cyber scoring platforms and coordination with them, preparing reports and communication on business progress and follow-up on action plans and coordination with support teams. The tasks Internal carried in the internship cover both topics proposed, which will be discussed deeply throughout the report.

Databases are important for organization, they include all data needed and all the transaction, information, legal papers, every department of the organizations has his own data to store and uses data from other departments. All these are found in the database, the most critical part of the company that we should protect since it has critical asset for the company.

The whole management team on all its levels, are responsible for the operational works, securing the organization and planning to reach the goals. It is their priority to keep data secured, while these data will be used then in data-driven decisions.

So, in front of two big topics that are leading in the digitalized world, cybersecurity and business intelligence, the integration of one in another seems to be good choice in the sense of affecting the developing of corporate strategy and increasing their performance. 

I. OVERVIEW

Business intelligence is a term associated to information technology. It was described as "an umbrella term that combines architectures, tools, databases, analytical tools, applications and methodologies ". It is a complete process that helps company understand the market to reach out a business decision, as well as answering the companies past and present questions by using the data collected. In other words, is a technology-driven process that analyze data to deliver actionable information that helps the employees and managers in their work on reaching the decision.
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As I mentioned it is a complete process that is based on consecutive steps that starts by collecting the raw data from internal IT systems or external sources, then prepare it for analysis then creating data visualization such as dashboards and reports that helps reading and analyzing the result. preparing data is something like cleaning it so that it is transformed and moved to data warehouse, where that visualization step will start, and reports will come out. this whole process is ended by the decision after result analysis. Mainly in the past it was a pen and a paperwork. So, he pointed on how reliable is to use data and empirical evidence to develop a business. Then at the end of 1800 decade it was introduced in United States who introduced the first formalized business analytics "His system of scientific management began with time studies that analyzed production techniques and laborers' body movements to find greater efficiencies that boosted industrial production. ".

This system was boosted by the spread of computers. There was a prediction of BI trends by Luhn 2 , he predicted the ability of information system to learn and predict thing upon users' interest and this in nowadays called machine learning. The idea was said to be expensive to make it practical, it needed technological progress to be valuable. So, after the explode of computers, experts tackled the idea of using computers in order to analyze data and extract results. This needed methodology to be applied. Then the first database management system was established and solved the problem at that time. them much deeper and in more efficient way. It was very technical work and expensive in early stages, so generating reports was costing the business lots of money.

This continued to the 90's were more competitors started working on the idea, so the warehouse cost decreased, it was the Business Intelligence period. It is then accessible not only of top management. New tools were added to the process, and they are until now critical part of the process that helped and reduced the efforts done, these tools are ELT and OLAP

III. PROCESS

In this section we will dive into the process of BI. If we look at the definition again it says it is the collection of data and staging it to analyze them and reaching actionable insights.

From here we define 5 main steps in this process: 

Strategic Decisions

In fact, it is not an easy thing for companies having huge amount of data to find it insightful and get meaningful values from these data, especially when many systems are implemented. So here it is important to be accurate in collecting data as well as the desired decision that company is willing to take affect the process of choosing and cleaning data, which means affect the process.

Before starting any process, it is important to identify the KPI's that we are going to measure and monitor during these stages. These KPI's are identified along with the business plan to figure out changes on what business rely on, and this will show the company the progress toward its goal.

1. The first step is to identify data from one or more data sources. Then the question of which data to use depending on several factors 2.

Step 2 is collecting the data, which will undergo ETL. ETL is extraction transformation and load, which can be considered a critical step in the BI process. This step goes from collecting the data then cleaning it then staging. To simplify this step, we say that it is bringing (loading) all captured data to a common Data Warehouse where it will be cleaned and transformed. Here is the time to use the data we worked on, by uploading them to the wide tools of BI such as:

• Power BI • Tableau • Oracle • IBM • Google Analytics • QlickSense • SAP
The difference between the tools is basically the way they visualize the data and how they are friendly with user.

Excel can be used as an alternative to BI tools since it can better handle the business as self-service, and it allows visualization and analysis.

4. The Decision is taking based on several approaches of analytics, the predictive approach and the perspective approach. The predictive approach is when we have to KPI's measures between past and present visible so they can predict the future trend of KPI's.

While the perspective analytics shows the root causes of certain problem, which is reaching high levels of reliability. 

IV. DATA SOURCES

Collecting Data is the most critical thing the company could face due to the huge amount of data in its data base, as well as the different business units of the company that make it more difficult to collect them. This is the internal data source that could be combined with external sources, where also some external companies or organizations oversee providing the data, and then it is the companies' issue to collect them accurately taking to combine them within internal ones.

• The internal data that comes within the organization's applications, which may use different transactional database, and including the master database. • The external data it is all data coming from outside the organization's own data system.

Master data base is the data base that contains all the databases in the server. It is the core data of the organization that is responsible for running the operations and transactions withing the business.
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V. BENEFITS GAINED FROM BI

Companies are usually rich in data but not actionable data, due to lack of analytical tools needed to improve profits and performance.

Business intelligence helps leaders to have clearer vision of what going on in the company

showing historical comparison that leads to successful decisions, it adds competitive advantage to companies by monitoring market changes to adapt it. Also, it improves customers satisfaction while customers are putting their feedbacks, comments and calls to the support teams to complain or ask or require missing information, BI helps in grouping all these data texts from several departments as well as from the support team so that they can know the weak points to improve them. This was proved at certain company's where the customer satisfaction increased, and the support call decreased nearly the half.

Adding to that the employee's satisfaction is increased since it became easier for them to go through the data, consolidate what they need and spending less time covering customers' demands.

As well as, BI helps in optimizing the revenues, and giving information about improving the company's bottom line. It shows the customers behaviors which alter the marketing strategy, maybe to focus on certain product or line and removing others, depending on the insights shown. Even we can see where we are paying money that we can do without it, so we save some of our assets. Tracking our competitors is important to monitor how market is moving, toward what customers are attracted so that we can boost our place in the market.
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CHAPTER 2 -BUSINESS ANALYTICS

I. OVERVIEW

Since businesses need to optimize their performances; implementing it into the business model means companies can help reduce costs by identifying more efficient ways of doing business and by storing large amounts of data. That's why we need analytics so what about Business Analytics. It is a group of technologies for solving business issues using data analysis, statistical models, and other quantitative methods. In other words, it is the methodologies of data management such as data mining, predictive analytics, and statistical analysis. These methodologies are used to analyze and transform data to applicable ones and anticipate the outcomes to drive business decision.

The main points of BA dashboard are:

• Data Aggregation 

II. METHODOLOGY

To briefly explain the methodology of Business Analytics, it is simply determining the goal and the target of the company, selecting the analysis methodology as described above, collecting the data needed usually from several sources and then cleaning the data into data warehouse. After that, the date in the data warehouse is subjected to data analysis. The problems that could be faced during the process is the lack of skills of the person performing the analysis or even the limitations on storage if we had huge amount of data.

III. TECHNIQUE

According to studies, the management toolkit has 5 most used techniques in BA which each has its own approach, and below will be explained shortly each of them.

➢ SWOT Analysis: It is done to identify and analyze the company's strengths and weaknesses, opportunities and threats which helps identify the areas that are working well and ones to be improved.

➢ MOST Analysis: It used for goal setting at every level, which focus on the organization's most vital goal maintained. It stands for mission, objectives, strategy, and tactics that helps the company improve internally.

➢ Business Process Modelling (BPM): it is used to design systematic approach to optimize business processes.
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➢ PESTEL Analysis: This analysis studies the external forces influencing the company like political, economic, sociological, technological, legal and environmental.

➢ CATWOE: It is a way that defines and analyzes business stakeholder perspectives.

It stimulates thinking about problems and solutions checking customers, actors, transformation process, world view, owners, and environmental constraints.

➢

Note that these techniques are mentioned to for information and defining the difference between each, but I will not be using all these analysis techniques in my work.

IV. IMPORTANCE FOR THE COMPANY

Business analytics helps companies reach predictive models and applying optimized techniques. The insights given enable companies to better understand the reason of certain results and maybe predict these before. So, this process is like a proactive action that a company can do to be aware of certain issues and therefore reducing risks by taking right decisions in the right time. Mentioning the efficiency that is an important element affected by BA, positively where BA increase the efficiency of businesses. On the other hand, it is important to optimize the financial and business aspects of the company. It improves management processes and operational ones, which can increase revenues-profits and reducing the costs.

CHAPTER 3 -IMPACT OF BUSINESS INTELLIGENCE AND BUSINESS ANALYTICS ON BUSINESS PERFORMANCE

Business Performance is a term used to explain the ability of company to implement its strategy and achieve the organization goals. This is impacted by several factors such as leadership, organizational culture, and others as its result is shown in various metrics either the financial, employee output and leadership. As well as it could be shown by its competitive analysis in the industry. BI and BA are group of tools and techniques that help transform the raw data into useful insights. It aims to improve data-driven decisions that company takes on different levels and aspects. Companies need to invest in these technologies infrastructure to strengthen the needs of the business.

Basically, BI and BA are used interchangeably, where BI can be considered as groundwork for BA. The difference maybe between them both we can say that BI often uses descriptive way whereas the BA uses predictive way.

Organizations do focus on implementing strategies that keeps their competitive advantage in the industry, despite its load and cost. This competitive advantage can be in the image of competitive strategy. The issue here is building this strategy that will compete and conserves the business performance. It can depend on the client's feedback and satisfaction resulting in the financial overview as well as employees' feedbacks.

Clients are a major part of the life of an organization, so it is important to take care of the market and cover its needs. All feedbacks collected from clients as well as their demands and orders that are all registered in the company's system constitute an important database to check regularly. Sometimes it is needed to analyze the outcomes of the company with respect to the client's feedback to reach insightful result, which can show weak and strong elements of the company. This is small example of the application of data analysis to improve a strategy the company was following, by analyzing the market's way of responding to it. If the market shows positive results, then the strategy is good and should be improved but if the result is negative the company should study the weak point resulted from the analysis and work on changing it.

CHAPTER 4 -DEVELOPING BUSINESS STRATEGY

I. BUSINESS STRATEGY

Business Strategy is simply the set of plans, goals, actions, practices done to be ahead in a certain field and compete through a product or service.

The simplicity in defining it is not the case in developing it. These actions and plans are the result of a hard work that at the end will lead to have things clear. Building the strategy is depending on several factors such as the organization's structure and system itself, working environment, market, the strong and weak points, so that each company know its capabilities and among that it can set its plans. This is to ensure no impossible targets are put and at the end the if things don't work as planned then the problems will rise, but if plans are set wisely and actionably, they can develop step by step. Also, it should be flexible and adaptable, the whole world is changing every day and we should fit this change and its needs, and the local market do change, and people's needs also. This is very important in building successful strategy since if it wasn't then the company will lose from the very transformation, and we cannot control the situation.

Thus, planning and preparing business strategy requires highly skilled people and knowledge and understanding in several domains like sales and market, to reduce risk and be more efficient.

II. DEVELOPING BUSINESS STRATEGY

So, business strategy is done to help achieving long and short-term goals. It focuses on concentrating on principles that are why business is doing this or that, instead of the tactics of execution that they could be how to do thing and what to do.

The steps of developing business strategy are as follow:

1. Identify business's value and vision.

The strategy should be based on the whole vision of the company, which is a snapshot into the future, for example to expand in certain market or certain trend. It is important to focus on the purpose of the project not the result, since this will inspire you how to achieve better customer satisfaction.

Define the competitive advantage.

It is how company deliver unique value to its customers, where it competes in any field like the service itself, pricing, delivery, and others. So, it needs self-assessment to evaluate the best reason of business success. Defining this is important to concentrate on while developing the strategy. It may be done by SWOT analysis for example 3. Define the target.

Setting a clear and specific market protect companies from suffering from misalignment between sales and marketing. Developing a good marketing plan for specific market enables sales productivity. Usually, a product or service does not fit the entire market, but part of it so concentrating on this part leads to customer retain longest and boost the costumer lifetime value.

Focus on systematic growth.

The growth of the company will allow it to invest in better people and technologies. The strategic plan then should concentrate on the segments that provide this growth.

Set clear goals.

Putting companies' goals help to know how each department will collaborate in reaching out the goal. Throughout the entire objective of the company, there are key ones delegated to each department and individual goals related to the employees. This will make sure all the components of the organization will be on the same page.

Set the plan.

Once all objectives are set, now it is time to make the plan that includes actionable tasks. This plan can be either long-term or short-term or the combination of both. Best results are from companies creating process depending on strategies that are not static but changing after certain time, annual for example.

Being nimble is projection of what I'm explaining that is for example external forces analysis which they influence the strategy and adapting the new changes that happen.
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Decide which management system to use

The core of the process is to manage how to achieve the goals set. It helps clarifying the roles, responsibilities, and the procedure to manage it effectively. The four keys' elements are process, data, tools, and organization which are needed to choose the suitable system that is aligned with the goals and plan.

Measure the Results

Monitoring the progress is important and checking the plan frequently to check if things are on the best path. Setting regular meetings to promote productivity and establish performance management cycle that stands beside the goals and the target. Evaluating the metrics to ensure the team are reaching the KPIs, if not to find a way before it is too late.

Revise with Flexibility

After measuring results, it is good to figure out the weak points and where is the strategy falling so that it will be easier to take actions and make changes before it's too late.

In some situations, they take the consultancy of certain specialist as business strategy consultant since he has more expertise in the specific field and narrow area to focus where he has different perspective to present which could be helpful. Also, he will be unbiased, so he does not have pre-existing viewpoints but fresh eyes. On the other side, this is considered expensive, and absolutely will cost more, it could worth it and it could not, this issue cannot be guaranteed.

III. FOCUS AREA

In the process of developing the strategy, we should involve certain elements such as the leadership vision which is considered as the starting point also including the company's culture.

Then the market that we are targeting play's an important role, so we need a clear marketing plan. The strong management base and effective business system supporting the plan is necessity in this case.

CHAPTER 5 -COMPANY PRESENTATION

I. HISTORY OF SCHNEIDER

The company gave birth in the nineteenth century, where Schneider brothers were becoming major players in steel and machinery sector. Then quickly they emerged to electricity market.

After that due to the European Industrial and Financial union, it expanded to Germany and other Eastern Europe countries. At the end of 1990 the company started to move from steel to more power acquisitions. Starting from 2000, it started its growth in motion control, security, building automation, etc. After that and until today it is strengthening itself in software, critical power and smart grid applications.

Schneider Electric is an international French company that is specialized in digital automation and energy management. It drives digital transformation by integrating worldleading process and energy technologies. Schneider's purpose to the digital partner for efficiency and sustainability. It offers products, services and solution to their clients and suppliers. Going deep into the team, I am working with the Cybersecurity Governance Team, where this team oversees ensuring all the goals of governance, as well as integrating cybersecurity and data protection in SE business strategy and digital transformation journey. Also providing resilience safeguards and proactive measures, protecting from risks and breaches. 

SE have many and many branches in
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A. Purpose

Schneider's purpose is to empower all to make the most of our energy and resources, bridging progress and sustainability for all. At Schneider, we call this Life Is On.

B. Vision

We offer our employees, all over the world:

-Meaningful work -In an inclusive environment -To be empowered

C. Mission

Our mission is to be your digital partner for Sustainability and Efficiency.

CHAPTER 6 -SCHNEIDER'S APPLICATION TO BI AND THE IMPACT ON IMPROVING THE STRATEGY -PRECISELY IN CYBERSECURITY DEPARTMENT

I. DEPARTMENT OVERVIEW

Every organization whether a technical company or a non-technical company, it is going under digital transformation which means the IT scope within the organizations is increasing day by day which in return increases the scope of cyber-attacks.

The Cybersecurity Department is a very critical department in the company that they should deal with in a serious way. It is related to Data which is an important asset of the company that they would work for keeping it safe. As everything in the World, there is nowhere which is totally safe, but there are places safer than others.

Schneider Electric is one of the top companies dealing with cybersecurity taking it as a priority for it. Keeping the companies cyber posture high is one of the approaches that they keep on preserving it, and they have high posture after all their work. This is given an importance not just because they are keeping the companies most important assets safe, but also reducing the risk of breaches and incidents which affect the company negatively. It can lead to theft of the corporate information that are internal things, and theft of financial information; say for example the bank details or payment card details. Even though security authentications and measures are taken but things could happen if it wasn't managed perfectly. Also, breaches can lead to company be unable for carry out transactions online which is something should be done for overseas, as well as this can lead to the loss of contracts with suppliers or clients.

In Schneider's Strategy for Cybersecurity, it gave a big attention of the cyber scoring for both itself and its suppliers and clients. This comes under the title of External and Internal monitoring of Cyber Posture. The attention given to cyber scoring is the fact that each company will be happy to work with a leading company with high cyber score which is a very good impression which will be first given to a company. Working on maintaining this posture and score is on order to do not lose the trust it has and the to not lose customers.

Internal When score will be fluctuating and decreasing customers with reduce their collaboration with SE, so the sales will decrease since they will not buy products as usual, in this case there will be financial impacts on the decrease of revenues.

Beside the financial damage, there could happen a reputation damage that's why we need to keep a good score to protect the good reputation in the market. Both financial and reputation damage lead to business damage. We can give an example of financial damage, let's say there is a product sold which is digital product that is connected to a huge system, if certain incident of breach happen may cause the system to stop functioning. Once it stops functioning the product is no more usable, claims will increase and the sales as a result will decrease, and the stock will remain.

The attention to the other companies regarding their score:

Schneider is not only monitoring it's score but also the score of other companies that it works with as suppliers or clients. Let's say for example Schneider wants to make a contract with a supplier X, so it has a list of suppliers that they undergo different types of assessments and then will be eliminated to choose at the end only one supplier.

One of the important measurements to mitigate before any assessment in the process of choosing one supplier, is the cyber score for each company. It is important to work with corporates that are secure so that they will not make problems later on.

For Example, the company BOX where all SE data is stored on and without it, employees cannot work, so in case of any breach or incident if they were not taking all cybersecurity measures it will lead to the stoppage of this platform thus the work and perhaps losing the data stored. Every minute of work stoppage may lead to financial and business impacts. Giving the example on cyber scoring knowing that the score alone is not enough to eliminate or judge a company, but it is one of the risk vectors monitored, but the first to check. Other measurement that come after risk monitor is the results of the assessments sent to suppliers who should complete it and based on the results decision will be taken.

As a result, this example tells us that if we want to work with company X which all our data will be stored on their platforms, if this company has history of high incidents and usual decrease of score, we will be under the possibility to lose our data stored or stop of work for Internal certain time if they had any disruption, that is we are under risk. So, it should take several assessments and other companies should be studied in the meantime to reach the best decision.

II. INTERNSHIP TASKS OVERVIEW

During the past five months, I have been working with the Cybersecurity Governance Team, in the position of Cybersecurity Project Manager. Joining the management team gives me the tasks to governance and ensure performance. I was in charge of external monitoring of cyber score of three different platforms and internal monitoring which is for all KPIs initiated. Also, I was in charge of preparing weekly reports and monthly dashboards for the leadership to stay in touch with the progress. Then preparing the reports is accompanied with communication and follow-up to monitor business progress and to put pressure if needed. The management and leadership skills are used in this internship as well as communication skills, which are enhanced also. Needless to say, that the intercultural environment was present since working in a team that is full of different nationalities is interesting, it enhances intercultural skills, and we can see the difference in the way of thinking and the acting, we can understand for example that some actions are not personal but it how they are depending on their cultural base.

All the tasks and work I did are mentioned and elaborated in detail throughout the report, since they were all the projection of business intelligence to the cyber work.

III. THE IMPLEMENT OF BI ON CYBERSECURITY WORK

Through BI and BA, the organization can capture the mission, thread, information, intellectual property and connect these collected data with the stakeholders, this is by creating a singlescreen dashboard and reports that assist the company.

In Cybersecurity it became difficult to analyze the vast increase of threats and breaches which highlights the importance of BI as analysis and procedure as critical part. The cyber-BI will present the issue as infosec in a factual way that will give a clear image about what it needs to be done in the company, and to be more precise and accurate in producing cybersecurity decisions, plans and budget.

• The External monitoring of Cyber posture for Schneider is carried out by monitoring the external cyber scoring platforms such as BitSight, RiskRecon and Security Scorecard. On weekly and daily manners, we check these scores on the three platforms and we deep dive into it to understand the reasons behind the drop in case there was an issue to escalate. The report carried out is done on excel, where data included is extracted from the scoring platforms itself and the script that we internally run. Both data are combined and consolidated in one report that is shared with the leadership and owners. Also, the team is in coordination with the scoring platforms for additional information, clarification, and improvements.

• Another thing regarding monitoring is reporting flags and issues. All incidents that happen are categorized into red flags for bad issues, yellow flags for warn and gray flags for proactive issues. This report is generated on weekly basis where all flags and incidents are recorded, the data is extracted from BitSight, category owners and from a script that depend on the data that is extracted from JIRA. Collecting data is very important to be done accurately, as data should be updated frequently in order be on a good track. After sharing the report, that sums-up all information in tables and graphs with leadership, then weekly follow-up calls are carried to keep eye on the progress of solving the issues. These calls help to push people to fix the issues that belong to them as well as help them in case they want support or escalations. Presenting the numbers of flags and issues which shows the trend, can help to show where to focus and where to do a proactive scan before things become uncontrollable. This type of calls ensures the connection between management and technical team, so they can follow the state of the issues and make sure the progress is on track and if there is a need of escalation or support.

• Targets for every year and for every part of the work is set. These targets are there as a road map to make sure we will reach them and as a limit to not be so far from them.

Targets are changeable depending on the shown results in the reports in which we can visualize the position and the capabilities.

IV. THE EFFECT OF BI ON BUSINESS STRATEGY

BI and BA help organizations understand their information, intellectual property and connect stakeholders to these data. This can be done with single-screen dashboard that can show a snapshot of business information system. All historical data can be recorded and a comparison Internal between future and today's data can indicate the progress and where is the weak points and strong points, knowing the actions taken at each point. This allows companies to answer questions about their performance which will give them additional competitive advantage in different fields.

As a part of cybersecurity strategy in the company, it is the internal and external monitoring, which is carried, and the necessary actions taken after that to ensure the target which is the maturity level.

The external monitoring, as discussed above it is the monitoring for all external scoring platforms to reach out proactive measures that ensure our cyber posture.

However, the internal monitoring is the process of measuring all strategic initiatives like the crown jewels, R&D, supply chain, source code, ecosystem, and many other initiatives recorded on monthly basis in a dashboard summing up around 30 initiatives to take care about and presented to the leadership to have clear vision regarding the maturity level reached by each and the reasons behind, this will result in future plans.

The mechanism of the strategy of the department is constituted of different paths first identify, protect, detect, recover, and respond. This strategy followed by the team where risk is managed, and business intelligence is applied in various types.

To illustrate the effect of BI, let's say for example the sales managers who can visualize all the trends, what customers are buying more and where, which helps analyze the market. This results from series of monitoring regularly, weekly, monthly, and yearly reports and dashboards, since this will highlight clearly and easily the change.

In enterprise, using BI is to show trends and patterns to drive high performance thus revenues.

Operational efficiency also will increase with the reduce of risk throughout predicted improvements which at the end will drive strategic decisions.

In cybersecurity, the collection of information is very critical as the ability to store and analyze the pile of data. It is the first step in cyber business to reach convincing decisions and stay on safe side. Cyber BI will show the issue of infosec in a factual way, the thing that will show a very clear picture about the situation and what needs to be done for the security of the company. This will lead to more precise decisions and accurate budget at the end.

For example, our weekly reporting for cyber incidents, we show it in a way that we can compare with older data which gives us better vision of what happening. Also, this helps us conduct fruitful follow-up calls with people responsible for the data recorded, either if the data were open projects, breaches, or warns, etc. These follow-ups while presenting a dashboard of all these data helps take decisions to improve, if we say that a certain issue is leading to score drop, we can detect that and take the right decision either to give time to solve it or close it. This decision depends on the whole picture we are showing whether we can wait or no, depending on the number of issues if increasing or decreasing, so we can expect our situation for the coming days if it will be better or worst. Sometimes we know that certain issues are detected, and these will increase according to our background knowledge, so the dashboard presented for leadership shows the case and they predict the situation coming, based on those proactive measures are taken.

In our case, for cybersecurity the proactive measures that are taken can be alerts, emails, proactive scan done internally, etc. The proactive scan for example is done to check all the Ips and detect incidents and resolving them before they are recorded on scoring platforms such as BitSight. As the records on BitSight increase the tendency of the score to decrease increase, the thing we want to avoid.

CHAPTER 7 -EFFECT ON THE PERFORMANCE

At the beginning of launching the team, couple of years before, things were not perfectly on the right path. As everything that starts new, it moves on step by step to reach higher levels which needs efforts and some extra work. From a distance everything looks perfect, but you should put an eye behind the scenes to figure out how and what and why. Every company dream to be secure 100% which is something hard to achieve since the risk is always around. But, if 100 % was the target then it is easier to achieve the 70 or 80 % for example, since as you set a higher target then you achieve better results.

-First the cyber scoring of Schneider was not as high as wanted, and as we know there are several factors affecting the score, so we should check the factors to keep them as wanted. They started to analyze their capabilities, what they can do and what they cannot, in order to set achievable goals. In order to put a number as a target; they should know the whole situation where they are standing, so they started reporting the incidents, flags, breaches, etc. Knowing that these are the main factors besides others, the data related to them is summed up in a dashboard that shows exactly our position, in a way they could predict the situation after a period of time. This dashboard is frequently done to stay updated about the position on 3 different scoring platforms, generating a better vision which leads to setting effective plans. As we can see the evolution of the score to reach the highest levels against competitors, which gave it a competitive advantage in the market. Since having a good sore gives more reputation advantage to the company and more secure view. This was a result of the decision taken and plans put, relying on the analysis which was based on Business Intelligence. This change is quite good example of how we improved the performance and still steady at the same position, with few fluctuations due to this strategy that was and still followed.

-Also, the evolution of the flags is a fact that shows the contribution of business intelligence on their trend. Since the flags are monitored by the weekly reports that helped for sure in improving the situation. These single-screen dashboards presented to business leaders who took direct actions to reduce the risk, resulted in good progress and actions.

Without follow-up nothing can be improved and reached since there is always a need to push people toward the work you want to be completed. -By visualizing the state of the company, we can detect where risk is occurring the most and we can predict where it will happen, the thing that helps taking proactive measure to ensure the resilience of the company. This increases the efficiency of risk management in companies as well as it may help the business resilience where the predictive model can help in preparing before any shock.

Internal -Visualizing the state of the company against other competitors, push leaders to take serious measures to come back with the points lost. This table for example shows the periodic change of the score compared to other companies while arranging them in descending order. This enhances the market intelligence which can affect the strategy building, where it can adapt the market changes. that term, reusability. It is very often reused because we don't want to reinvent the wheel, we have we will brand reusability to reuse whatever is already created because data when it is created, datasets are created have to be reused or it have to be used in such or create in such a way to reuse it to avoid spending more on the budget and duplicating the efforts.

And this data can only be kept in good health when it is reliable and can be trusted. So, this is the heart of our data strategy which we execute in.

So, we have data stewards, data architects to work on data content and quality and to enrich the metrics, then analytics hub and spoke it is something like we execute the data franchisee model to support our stakeholder's strategy and to increase shadow electrics overall data maturity. So, here we leverage the reusable data objects and work on our stakeholders, feedback on content and quality. This is how I'll say from Schneider Electric standpoint how we as a team are supporting on objectives around improving the data maturity across the organization.

Interviewee: How do you see the effect of dashboard created?

Interviewer: We always mention that analytics is the final mile of the data journey, right, and its business intelligence and analytics. So, it is a final mile of the data journey, so without analytics, I mean, big data sets could be stored, and they could be retrieved, holier selectivity.

But what comes out would be exactly what went in so simple example to understand this path is spotless. Imagine a stakeholder is using Excel, complex excel for their reporting needs in finance, it's typical example and there comes a digitization strategy to translate those excel based on dashboards to tableau, or Power BI, whatever is convenient for them. A big team has been deployed to develop, design, develop and execute the dashboarding needs at the end. It has been delivered, gone live to production and people started consuming it.

So here in our data and analytics approach, we treat these as two different words like data and analytics. These are two words, both are important, both are needed, and analytics is a nice and visual part of the journey, but most of the effort are up to 80 percentage is on the data preparation side. As we all know, data in its raw form doesn't mean anything. It covers a process from raw data until the point we are able to pull useful insights from that data and make informed decisions. So, visualization capabilities are the final mile of our analytics architecture strategy so to ensure sustainable visualization and appropriate reuse of data. We always look for industry standards. So, we obviously have two things from our stakeholder's point of view and develop to ensure most adopted solution.

Interviewee: Does usage of BI tools add competitive advantage to the company?

Interviewer: We are able to like to ensure all needs are covered following a kind of standard approach in terms of identifying the right tool right data strategy. It will serve the purpose of the digitalization or digitization transformation journey. From a market standpoint, obviously Schneider as a company when they are more towards the digital transformation journey, they will definitely be on top of the trending things able to sell the products faster, understand the market, nature and take necessary decisions, right, immediate decisions or faster decision making will improve, and all these things will be augmented with the right analytics architecture.

Our team, I'm proud to say that actually our team provides necessary Tableau based dashboards for the global marketing team to make faster decisions. To see the number of products getting released and the number of customers' orders, and to see what can be done, like a kind of a prediction or modeling to conduct and enrich the decisions so this is a something like we are doing very well on this side.

Interviewee: Do you see it more predictive than perspective model?

Interviewee:

We are growing through different like mergers, acquisitions right which ends up in a growing landscape and we do regularly ask our stakeholders, whether the data which they are collecting from internally externally are getting, I mean just not getting stored as a debt. It should be something like massaged, or mine properly to generate insights and this platform does their job. They're able to store these data which are generated every second into the big data lake, which is our AWS history and then with necessary architecture in place to move the data, transform it to different layers of our big data platform in the data store and then making it available to readily consume the tableau from the analytical data layer. our stakeholders are having that visibility around what is coming from the data which the field assistants like field technicians are generating and how these are being used at the leadership level to make decisions.
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  is used to provide visibility for the company's future planning.There are different types of Business Analytics including:➢ Descriptive analytics which understand the state of the business and measures the KPIs ➢ Predictive Analytics that analyze the present values to predict the future outcomes ➢ Perspective Analytics that use past data and trends to put recommendations for future similar cases. The value taken from each analysis increase as its difficulty increase.
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  France and around the World, where I am doing my internship in INTENCITY Grenoble, one of the newest and big sites, which is ecofriendly. SE is distributed to different businesses: Energy Management Business and Industrial Automation Business. As well as, it is composed of several business units, considered as global functions. In my position, I am working in the Governance Unit -Function: Digital Innovation & Technology -Digital Innovation & Technology Projects. The Governance unit oversees keeping up the performance, security, and governance for Schneider Electric. It works to implement risk management practices, effective decision making backed by data and aligned with the strategy and effective resiliency to protect the company and its ecosystem.
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  program • Transparency allows an organization to prioritize potential threats Threats • Global companyhigh exposure due to Geopolitical reasons • The going down economy in Europe and the World • Increasing number of emerging direct and indirect competitors • Unskilled people in analyzing data and using BI tools and need trainings The strengths of the company we should work on maintaining them as a competitive advantage such as keeping high cyber posture and the good strategy. Then the weakness points try on reducing risk and improve them for better results. Like reducing the incidents and improving employee's satisfaction to decrease turnovers percentage. Taking the advantages of external opportunities and threats such as for example the global spread of the company increases the opportunity of incidents and breaches as well as the emerging direct and indirect competitors, so the good vision of the market ensures our position in the market. The development in the technology allows introducing new technologies and evolving AI for example to get a whole view of the security program which increases the efficiency.
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Interviewee: I normally say data is everyone's business here because everyone uses and creates data and we are helping our stakeholders to utilize what is their stored in data, right.

Under the performance mandate mission of data and performance is to foster effective decision making backed by data and aligned with the strategy, right. So basically, we from Schneider digital with the support of data and performance organization of governance help everyone in the organization in the process of converting data into value using our robust and analytics platforms.

I think a trend now or in the recent past like data is the new oil. But oil needs refinement and so does data. So, data regulations or data security, data quality, data usability or reusability we will say our key terminologies that we Schneider Electric have been following.

Interviewee: How do you see it helps building the companies strategies?

Interviewer: From my perspective, we all have to make decisions in all aspects of our life, right? So how for me this? How do we ensure we follow the right path for doing this decision making? Because we all look at all important elements before making our choices. So, it is the same for our organization or our company too. Our decisions need to be backed by solid data to ensure we execute the organization or group strategy as expected.

It is a blood element, data is a blood of our organization or company, but it can only keep it in good health when it is well structured and can be reused. So, you will observe in governance CHAPTER 9 -SWOT ANALYSIS Established organizations could use the SWOT technique to assess a changing culture or environment and find ways to respond proactively.

Though the SWOT analysis technique can help you generate many great ideas, it's up to you to prioritize them and turn them into strategies. Consider how your opportunity and strength columns overlap.

We are using this analysis to identify Strengths, Weaknesses, Opportunities, and Threats on cyber posture of the company.

Strengths

• Good security plans and strategies -CISO organization

• Good Cyber posture -Good scores on different cyber scoring platforms (like BitSight)

• Recognition -Industry recognized certifications (Ex ISO)

Weakness

• Recent high severity incidents (like Ransomware, etc.) that were published in media 

CONCLUSION

We are in era of technology and digital transformation that became a priority for everyone as if to be following a trend. The fact that datasets are the most critical part of every organization that is now adays stored on servers all linked to internet, which is easily accessible to anyone, security became an issue. As well as, when we talk about digitalization, we can see the importance of analytics and business intelligence, as they are using technology and datasets of organization in order to reach out certain results and goals.

The optimization of the processes of the organization based on the business intelligence leads to reducing costs and maximizing revenues potential. Since by visualizing we can detect the risk during the processes then we optimize to counteract these incidents and breaches. Adding to that, company's strategy is affected by visualization, since we can monitor the state of the company, relying on past knowledge and current vision we can predict the future state and put the plans for it.

As mentioned in this work, it's quite clear how important the analytics procedure in how it affects company's outputs (products and services) and inputs (profits and revenues). The transformation of raw data to insightful plans needs people who has the needed skills for better efficiency. In this manner, we see the importance of providing trainings for employees if the organization decided to benefit from these data assets. Trainings are necessity for every employee in his own department and specific zone, since at every level a person needs to take a decision based on what? On actionable data that is cleaned and visualized. That's why it is crucial to train them to use BI tools such as Power BI or Tableau for example, which will increase employees' performance instead of wasting time on doing things in the wrong way and analyzing in inaccurate way which will cost time and money. Every delay will cost the company so, the predictive analysis which is one face of Business Intelligence is a good step.

Companies adding this procedure to their strategy will benefit in my point of view, since the data which are in huge datasets can be organized and used again and again, which is described by a wheel which turns and reuse the data to reach insightful results. The visibility that this process gives to the leadership increase the performance and help develop the strategy designed based on certain inputs. At the end, the most important factor in the whole process, in order to reach the wanted results is training people on this procedure and tools to be more efficient.

Internal

The analysis approach shows the good ideas that can develop to be included in the strategy.

Here we keep the question open, how can the company take advantage of AI and involve it improving strategy? And how can both AI and BI combine for better performance?